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Preface 
84% of all organizations with more than 50 users use Microsofts Active Directory Domain Services as 

their centralized identity and access management solution.  

With Windows Server 2012, Microsoft introduces new features in Active Directory Domain Services to 

make Active Directory more scalable, more flexible, more dynamic and easier to deploy. 

This whitepaper contains information on these new features and provides real-world hands-on 

instructions on using these features. 

About the author 

Sander Berkouwer 
Sander Berkouwer is a MCSA, MCSE, MCITP|EA and Microsoft Most Valuable 

Professional (MVP) on Directory Services. Working for OGD, a Dutch IT services provider 

he has ample experience with deploying and maintaining Windows, Windows Server and 

other Microsoft technologies within hundreds of environments, ranging from four to 

twenty thousand seats.  

You can read more from Sander at his blog: http://blogs.dirteam.com/blogs/sanderberkouwer/  
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Brief introduction to Active Directory Domain Services 
On March 31st 2000, Microsoft introduced Windows 2000 Server. Not only was this Windows Server 

product a significant rewrite of the NT Server codebase, it also introduced Active Directory as a multi-

master replacement for the SAM database as a means of centralized user and computer management.  

In the past twelve years, Microsoft has expanded the Active Directory family of products and introduced 

features in Active Directory Domain Services to make them more flexible and easier to manage. 

Now, with Windows Server 2012, Microsoft expands on the functionality of Active Directory Domain 

Services more scalable, more flexible, more dynamic and easier to deploy and communication between 

Domain Controllers and clients more secure. 
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The New Promotion Process 
The first new feature of Windows Server 2012 of this e-book is the new Domain Controller Promotion 

Process.  

Goodbye dcpromo.exe 

Anyone who ever promoted a server to a Domain Controller, knows dcpromo.exe. This command line 

tool could be used to start the Graphical User Interface (GUI) to begin Active Directory Domain 

Controller promotion. Also, when used on the command line, it could be used with a couple of 

command line switches: 

 Introduced in Windows Server 2003, the /adv switch provides access to the Advanced Mode 
installation mode of Active Directory Domain Controller promotion. In Windows Server 2008 
and Windows Server 2008 R2, the Advanced Mode was also available from the GUI, eliminating 
the need for this switch.  

 The /unattend switch could be used to construct dcpromo.exe one-liners to script the complete 
Active Directory Domain Controller promotion process.  

 The /answer switch instructs dcpromo.exe to look at a Active Directory Domain Controller 
promotion answer file.  

As Windows Server moves to PowerShell, dcpromo.exe bites the dust, along with all its clunky command 

line switches. Dcpromo.exe isn’t completely gone though. You can still run it, but it’s only function is to 

display the following error: 

The Active Directory Domain Services Installation Wizard is  

relocated in Server Manager For more information, see  

http://go.microsoft.com/fwlink/?LinkId=220921    

Note:  

Above, the text is shown, instead of the error message, for your convenience. This 

allows you to click the link directly, as this is not possible from the error message… 

Hello PowerShell 

The new Domain Controller Promotion Tool is, of course, based on PowerShell under the hood. The GUI 

part of the New Domain Controller Promotion tool is based on MUX and available through the Server 

Manager after you install the Active Directory Domain Services role.  

Note:  

In contrast to Windows Server 2008 and Windows Server 2008 R2, where running DCPromo.exe 

would check for and install the Active Directory Domain Services role, you need to install it 

manually from Windows Server 2012 onwards. 

     

https://blogs.dirteam.com/blogs/sanderberkouwer/archive/2011/10/14/dcpromo-advanced-mode-what-does-it-do.aspx
https://blogs.dirteam.com/blogs/sanderberkouwer/archive/2008/07/13/4-methods-to-add-server-core-rodcs-to-your-environment.aspx
http://go.microsoft.com/fwlink/?LinkId=220921
file:///C:/Users/Sander/AppData/Local/Temp/WindowsLiveWriter1286139640/supfiles100C92F0/Informational3.png
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Installing the Active Directory Domain Services role 
The first step to promote a server to a Domain Controller is to install the Active Directory Domain 

Services Server Role. While this step was already available in Windows Server 2008 and Windows Server 

2008 R2, you could skip the step by simply running dcpromo.exe. In Windows Server 2012 you will need 

to complete this step when you want to promote a server to a Domain Controller in the Graphical User 

Interface (GUI). 

Tip!  

Please supply the server with a meaningful NetBIOS hostname, at least one static IP address, 

configure the time zone and connect at least one network interface, before proceeding to 

promote a server to a Domain Controller. 

The Active Directory Domain Services Server Role can be installed on Windows Server 2012 using the 

following steps: 

1. Open Server Manager (by clicking its shortcut pinned to the taskbar or running 
servermanager.exe manually)  

2. In the left pane of Server Manager, navigate to Local Server  
3. On the grey task bar on the top click Manage.  
4. Select Add or remove Server Roles and Features. This will fire up the Add Roles and Features 

Wizard, which will guide you through the process.  
5. Click Next > in the Before you begin screen.  
6. Select Role based or feature-based installation in the Select installation type screen and click 

Next >.  
7. Select the server(s) from the server pool list in the Select destination server screen and click 

Next > when done.  
8. In the list with Server Roles, check the radio button to the right of Active Directory Domain 

Services.  
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9. A pop-up screen will notify you a couple of features will also be installed:  
    

    
 
Simply click Add Features. Now, back in the Select server roles, click Next >.  

10. Click Next > again underneath the Select Features list.  
11. Click Next > when you’re done reading the introduction to Active Directory Domain Services.  
12. In the Confirm installation selections screen, click Install. Do not bother to check the box next 

to Restart the server automatically if required, since installing the Active Directory Domain 
Services role does not require a reboot.  

Note:  
At the bottom of the Confirm installation selections screen, two more options exist:  

1. Export configuration settings  
This option allows you to save a DeploymentConfigTemplate.xml in a location of your 
choice.  

2. Specify an alternate source path  
This option can be used to locate the files necessary for installation on servers that have 
been stripped from them. The pop-up that appears when you click the option is pretty 
self-explanatory.  
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13. Click Install.  
14. When the wizard is done installing, click Close.  

The Active Directory Domain Services role and a couple of neat accompanying Features have been 

installed to your server. 

Note:  

At this stage, the server is not a Domain Controller. It’s merely a server with the Active Directory 

Domain Services Role and Active Directory Domain Services management tools installed. 

  

Promoting the stand-alone server to a Domain Controller in the GUI 
The Active Directory Domain Services Server Role is not configured at this point. The Role actually needs 

attention. You can still not run dcpromo.exe at this point, but you can use the Server Manager to 

configure the role. Perform one of these action to promote your stand-alone server to a Domain 

Controller in the Graphical User Interface (GUI): 

 In the left pane select the AD DS pane and click the yellow ribbon titled Configuration required 
for Active Directory Domain Services at server. at the right end where it says more…. In the All 
Servers Task Details and Notifications, click the link Promote this server to a domain controller.  
   

 In the grey task pane on the top of Server Manager right click to open the Notification Area (the 
yellow exclamation sign) and click the Promote this server to a domain controller link.  

In the screenshot below, both options are captured in one view: 
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After clicking the link, the Active Directory Domain Services Configuration Wizard starts: 

 

In the Deployment Configuration screen the default choice is to Add a domain controller to an existing 

domain, since this is the most common deployment configuration. Since this is the first Domain 

Controller for a new domain, we choose the Add a new forest option. This automatically triggers a next 

set of configuration-based fields to come into play. 

Tip!  

When in doubt on what option to pick here, click the More about deployment configurations 

link at the bottom of the page. This will open a web page.   

Click Next > when you’ve made your choices. 

In all the other screens make the appropriate choices for your environment and skip through the screens 

using the Next > button.  
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In the Review Options screen, review your choices: 

 

Use the < Previous button to make corrections, use the View Script button to view the corresponding 

PowerShell script or simply click Next > to advance to the Prerequisites Check:  
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When all prerequisite checks pass successfully, click the Install button to promote the server to a 

Domain Controller. 

Note:  

Using a script is the only way to promote a server to a domain controller without forcing a 

reboot. This option was removed from the Graphical User Interface. 

     

Promoting the stand-alone server to a Domain Controller using PowerShell 
If you’d rather use PowerShell to promote the stand-alone server to a Domain Controller, you can use 

the following command:  

Install-ADDSForest -CreateDNSDelegation:$false -DatabasePath 

"C:\Windows\NTDS" -DomainMode "Win2012" -DomainName "domain.local" -

DomainNetBIOSName "DOMAIN" -ForestMode "Win2012" -InstallDNS:$true -LogPath 

"C:\Windows\NTDS" –NoRebootOnCompletion:$false -SYSVOLPath 

"C:\Windows\SYSVOL" -Force:$true 
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Note:  

The Import-Module command to allow the cmdlets from the ADDSDeployment module to 

run, is no longer needed in PowerShell 3. Therefore, the command Import-Module 

ADDSDeployment was not shown above. 

Note:  

Using a script is the only way to promote servers to domain controllers on Server Core 

installations of Windows Server 2012. 

When you run this command, only one question remains to be answered. You will be prompted for a 

Directory Services Restore Mode (DSRM) password: 

 

Alternatively you can use the –SafeModeAdministratorPassword switch to supply it, although it 

requires some thought when you want to use unicode characters in your password. 

Tip!  

Don’t be alarmed by the (yellow) warnings in the Prerequisites Check phase of the promotion. 

As long as they’re not red, you’re fine…    

   

Related Posts on the DirTeam.com / ActiveDir.org Weblogs 
DCPROMO Advanced Mode, what does it do?    

Longhorn Server DcPromo Part 1   

DCPROMO Debug   

How to Remotely Promote Server Core to a Read Only Domain Controller (RODC)   

How to install a Server Core R2 Domain Controller   

Creating DC's with Answer Files      

  

http://jorgequestforknowledge.wordpress.com/2011/12/15/passwords-containing-special-characters-in-powershell/
http://jorgequestforknowledge.wordpress.com/2011/12/15/passwords-containing-special-characters-in-powershell/
http://blogs.dirteam.com/blogs/sanderberkouwer/archive/2011/10/14/dcpromo-advanced-mode-what-does-it-do.aspx
http://blogs.dirteam.com/blogs/carlos/archive/2006/06/27/1204.aspx
http://blogs.dirteam.com/blogs/carlos/archive/2006/10/02/DCPROMO-Debug.aspx
http://blogs.dirteam.com/blogs/paulbergson/archive/2012/05/03/how-to-remotely-promote-server-core-to-a-read-only-domain-controller-rodc.aspx
http://blogs.dirteam.com/blogs/sanderberkouwer/archive/2010/10/04/how-to-install-a-server-core-r2-domain-controller.aspx
http://blogs.dirteam.com/blogs/mjohnson/archive/2006/01/23/434.aspx
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The New Upgrade Process 
While a lot of lab environments will be set up as I explained in the previous chapter, in the real world a 

lot of Active Directory environments will be upgraded or transitioned, because they’re already equipped 

with Domain Controllers running a previous version of Windows Server. In this chapter I’ll explain the 

work the Active Directory team has done to make transitioning and upgrading easier by streamlining the 

Active Directory Preparation process. 

Note:  

The behavior of Windows Server 2012 and the actions needed to prepare an Active Directory 

environment for Windows Server 2012 only apply to situations where you implement Windows 

Server 2012-based Domain Controllers. If you merely deploy Windows Server 2012 as File or 

Print servers, you don’t need to prepare your Active Directory, since Windows Server 2012 

member servers work out of the box. 

  

Goodbye difficult upgrade process 

In previous versions of Windows Server, when you would upgrade or transition the Active Directory 

environment, a couple of manual actions needed to be performed on the old Domain Controllers: You 

first had to prepare the Active Directory.  

Microsoft provided two tools to facilitate this preparation; adprep.exe for 64bit (x64) Domain 

Controllers and adprep32.exe for 32bit (x86) Domain Controllers. To make things more complex, you 

needed to run the following commands on typical Domain Controllers in your current Active Directory 

environment: You needed to run the Forest Preparation (adprep.exe /forestprep) on the Schema 

Master, run the Domain Preparation (adprep.exe /domainprep) on the Infrastructure Master, and 

run the (optional) Read-only Domain Controller preparation (adprep.exe /rodcprep) on the Domain 

Naming Master, etc. After you’re done you needed to check proper replication before you set your next 

migration step… Long story short: It was a pain. 

Hello automation 

In Windows Server 2012, the whole Active Directory preparation process is automated. When you 

promote a Windows Server 2012-based member server to an additional Domain Controller for a domain 

or upgrade a Windows Server 2008 x64 or Windows Server 2008 R2-based Domain Controller to 

Windows Server 2012, the Active Directory Domain Services Configuration Wizard will determine 

whether the environment needs to be prepared as part of the promotion process  

Also, when needed, the Active Directory Domain Services Configuration Wizard will automatically 

target the Domain Controllers holding the appropriate FSMO roles (independent of their architecture 

(x86/x64)) as you can see in the screenshot on the next page. 
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When done with the preparation steps, the Active Directory Schema would be at 56.  

After replication of the schema, the Active Directory Domain Services Configuration Wizard continues 

with its actions, depending on the scenario. (e.g. commence Domain Controller promotion in the 

existing domain.). If the changes don’t get replicated within a reasonable timeframe, the Active 

Directory Domain Services Configuration Wizard would error out.    

Of course, you can also manually check the schema version per Domain Controller with the following 

command-line one-liner:  

repadmin /showattr * "cn=schema,cn=configuration,dc=domain,dc=tld" 

/atts:objectVersion 

Note: 

In environments with Windows Server 2003-based Domain Controllers you will need to install 

the Windows Server 2003 Support Tools before you gain access to repadmin.exe. 

When all your Domain Controllers report Schema version 56, the Active Directory preparation has 

replicated to all Domain Controllers. 
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The new adprep.exe 
In more advanced environments, though, the new automated process will flag serious security and 

process concerns. In these scenarios you can manually perform the Active Directory preparation steps.  

In that case, luckily, you can still revert to adprep.exe. 

Tip!  

Just like previous versions of Windows Server, you can find adprep.exe in the 

\Support\Adprep folder of your Windows Server installation media, together with its supporting 

*.csv, *.ldf and *.dll files.  

New features 

New features of adprep.exe itself are: 

 Adprep32.exe is no longer available. Preparing your Active Directory is no longer available on 
32bit (x86) Windows Operating Systems. On the upside, adprep.exe can be run from any 64bit 
Windows 8 or Windows Server 2012 installation and will target the Domain Controller with 
specific Flexible Single Master Operations (FSMO) roles according to the preparation step 
chosen. For instance, you can simply run adprep.exe from the fresh Windows Server 2012 
installation you intent to promote as a new Domain Controller.  
   

 Adprep.exe is now multilingual. It supports output localization to help administrators who are 
less fluid in the English language, and/or are located in remote domains to prepare their 
domains more easily. Language files can be found on the Windows Server installation media of 
their respective languages.  

      

Requirements 
To be able to introduce Windows Server 2012 Domain Controllers with automatic Active Directory 

Preparation, the Active Directory forest in which you want to introduce them needs to be running the 

Windows Server 2003 Forest Functional Level (FFL). 

     

Related Posts on the DirTeam.com / ActiveDir.org Weblogs 
Transitioning your Active Directory to Windows Server 2008 R2    

Considerations when upgrading your Active Directory to Windows Server 2008 and 2008 R2   

Transitioning your Active Directory to Windows Server 2008     

Upgrading your Active Directory to Windows Server 2008   

  

http://blogs.dirteam.com/blogs/sanderberkouwer/archive/2010/05/26/transitioning-your-active-directory-to-windows-server-2008-r2.aspx
http://blogs.dirteam.com/blogs/sanderberkouwer/archive/2010/05/10/considerations-when-upgrading-your-active-directory-to-windows-server-2008-and-2008-r2.aspx
http://blogs.dirteam.com/blogs/sanderberkouwer/archive/2008/03/02/transitioning-your-active-directory-to-windows-server-2008.aspx
http://blogs.dirteam.com/blogs/sanderberkouwer/archive/2008/04/08/upgrading-your-active-directory-to-windows-server-2008.aspx
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New PowerShell Cmdlets 
With Windows PowerShell Scripting being one of the requirements in the current Common Engineering 

Criteria (CEC), all Microsoft server products need to comply with having Windows PowerShell scripting 

support. In Windows Server 2012, Active Directory Domain Services expands beyond the 76 Active 

Directory Management PowerShell Cmdlets and 15 Active Directory Provider PowerShell Cmdlets found 

in Windows Server 2008 R2. 

Windows Server 2008 R2 

With Windows Server 2008 R2, Microsoft introduced the Active Directory Cmdlets. These PowerShell 

Cmdlets communicate through the Active Directory Web Service (ADWS): 

 

http://www.microsoft.com/cec
http://www.microsoft.com/cec
http://www.microsoft.com/servers/home.mspx
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Windows Server 2012 

In Windows Server 2012, Active Directory PowerShell has been extended with various new PowerShell 

Cmdlets. These new Cmdlets extend beyond the areas of Account Management, Topology Management 

and Directory Object Management.  

In Windows Server 2012 you’ll have 59 more PowerShell Cmdlets to your disposal from the 

ActiveDirectory Module to manage your Active Directory Topology and Objects, with a specific 

focus on Active Directory Sites and Services, Active Directory replication, Dynamic Access Control and 

Domain Controller cloning: 

 Add-ADCentralAccessPolicyMember   
 Add-ADResourcePropertyListMember   
 Clear-ADClaimTransformLink   
 Get-ADCentralAccessPolicy  
 Get-ADCentralAccessRule   
 Get-ADClaimTransformPolicy   
 Get-ADClaimType  
 Get-ADDCCloningExcludedApplicationList  
 Get-ADReplicationAttributeMetadata  
 Get-ADReplicationConnection  
 Get-ADReplicationFailure  
 Get-ADReplicationPartnerMetadata  
 Get-ADReplicationQueueOperation  
 Get-ADReplicationSite  
 Get-ADReplicationSiteLink  
 Get-ADReplicationSiteLinkBridge  
 Get-ADReplicationSubnet  
 Get-ADReplicationUpToDatenessVectorTable   
 Get-ADResourceProperty  
 Get-ADResourcePropertyList  
 Get-ADResourcePropertyValueType  
 Get-ADTrust  
 New-ADCentralAccessPolicy  
 New-ADCentralAccessRule  
 New-ADClaimTransformPolicy  
 New-ADClaimType  
 New-ADDCCloneConfigFile  
 New-ADReplicationSite  
 New-ADReplicationSiteLink  
 New-ADReplicationSiteLinkBridge  
 New-ADReplicationSubnet  
 New-ADResourceProperty  
 New-ADResourcePropertyList  
 Remove-ADCentralAccessPolicy  
 Remove-ADCentralAccessPolicyMember  
 Remove-ADCentralAccessRule  
 Remove-ADClaimTransformPolicy  

http://technet.microsoft.com/en-us/library/hh852262
http://technet.microsoft.com/en-us/library/hh852327
http://technet.microsoft.com/en-us/library/hh852204
http://technet.microsoft.com/en-us/library/hh852317
http://technet.microsoft.com/en-us/library/hh852240
http://technet.microsoft.com/en-us/library/hh852207
http://technet.microsoft.com/en-us/library/hh852202
http://technet.microsoft.com/en-us/library/hh852291
http://technet.microsoft.com/en-us/library/hh852209
http://technet.microsoft.com/en-us/library/hh852242
http://technet.microsoft.com/en-us/library/hh852265
http://technet.microsoft.com/en-us/library/hh852279
http://technet.microsoft.com/en-us/library/hh852241
http://technet.microsoft.com/en-us/library/hh852269
http://technet.microsoft.com/en-us/library/hh852192
http://technet.microsoft.com/en-us/library/hh852304
http://technet.microsoft.com/en-us/library/hh852246
http://technet.microsoft.com/en-us/library/hh852321
http://technet.microsoft.com/en-us/library/hh852316
http://technet.microsoft.com/en-us/library/hh852250
http://technet.microsoft.com/en-us/library/hh852245
http://technet.microsoft.com/en-us/library/hh852315
http://technet.microsoft.com/en-us/library/hh852289
http://technet.microsoft.com/en-us/library/hh852214
http://technet.microsoft.com/en-us/library/hh852301
http://technet.microsoft.com/en-us/library/hh852216
http://technet.microsoft.com/en-us/library/jj158947
http://technet.microsoft.com/en-us/library/hh852286
http://technet.microsoft.com/en-us/library/hh852320
http://technet.microsoft.com/en-us/library/hh852295
http://technet.microsoft.com/en-us/library/hh852206
http://technet.microsoft.com/en-us/library/hh852210
http://technet.microsoft.com/en-us/library/hh852263
http://technet.microsoft.com/en-us/library/hh852314
http://technet.microsoft.com/en-us/library/hh852251
http://technet.microsoft.com/en-us/library/hh852275
http://technet.microsoft.com/en-us/library/hh852322
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 Remove-ADClaimType  
 Remove-ADReplicationSite  
 Remove-ADReplicationSiteLink  
 Remove-ADReplicationSiteLinkBridge  
 Remove-ADReplicationSubnet  
 Remove-ADResourceProperty  
 Remove-ADResourcePropertyList  
 Remove-ADResourcePropertyListMember  
 Set-ADCentralAccessPolicy  
 Set-ADCentralAccessRule  
 Set-ADClaimTransformLink  
 Set-ADClaimTransformPolicy  
 Set-ADClaimType  
 Set-ADReplicationConnection  
 Set-ADReplicationSite  
 Set-ADReplicationSiteLink  
 Set-ADReplicationSiteLinkBridge  
 Set-ADReplicationSubnet  
 Set-ADResourceProperty  
 Set-ADResourcePropertyList  
 Sync-ADObject  
 Test-ADServiceAccount  

In addition, you’ll have 9 PowerShell Cmdlets to deploy Active Directory Domain Services with Windows 

Server 2012 in the ADDSDeployment PowerShell module: 

 Add-ADDSReadOnlyDomainControllerAccount  
 Install-ADDSDomain  
 Install-ADDSDomainController  
 Install-ADDSForest  
 Test-ADDSDomainControllerInstallation  
 Test-ADDSDomainControllerUninstallation  
 Test-ADDSDomainInstallation  
 Test-ADDSForestInstallation  
 Test-ADDSReadOnlyDomainControllerAccountCreation  
 Uninstall-ADDSDomainController  

You’ve already seen one of these PowerShell Cmdlets in action in chapter 2, when we promoted a server 

to a Domain Controller from the command-line and other Cmdlets are used under the hood by the 

automated Active Directory preparation feature. 

  

http://technet.microsoft.com/en-us/library/hh852324
http://technet.microsoft.com/en-us/library/hh852297
http://technet.microsoft.com/en-us/library/hh852232
http://technet.microsoft.com/en-us/library/hh852325
http://technet.microsoft.com/en-us/library/hh852303
http://technet.microsoft.com/en-us/library/hh852200
http://technet.microsoft.com/en-us/library/hh852256
http://technet.microsoft.com/en-us/library/hh852253
http://technet.microsoft.com/en-us/library/hh852285
http://technet.microsoft.com/en-us/library/hh852215
http://technet.microsoft.com/en-us/library/hh852235
http://technet.microsoft.com/en-us/library/hh852330
http://technet.microsoft.com/en-us/library/hh852219
http://technet.microsoft.com/en-us/library/hh852299
http://technet.microsoft.com/en-us/library/hh852305
http://technet.microsoft.com/en-us/library/hh852257
http://technet.microsoft.com/en-us/library/hh852190
http://technet.microsoft.com/en-us/library/hh852195
http://technet.microsoft.com/en-us/library/hh852191
http://technet.microsoft.com/en-us/library/hh852252
http://technet.microsoft.com/en-us/library/hh852296
http://technet.microsoft.com/en-us/library/hh852203
http://technet.microsoft.com/en-us/library/hh974718
http://technet.microsoft.com/en-us/library/hh974722
http://technet.microsoft.com/en-us/library/hh974723
http://technet.microsoft.com/en-us/library/hh974720
http://technet.microsoft.com/en-us/library/hh974725
http://technet.microsoft.com/en-us/library/hh974716
http://technet.microsoft.com/en-us/library/hh974715
http://technet.microsoft.com/en-us/library/hh974717
http://technet.microsoft.com/en-us/library/hh974721
http://technet.microsoft.com/en-us/library/hh974714
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Requirements 
To gain access to the PowerShell cmdlets, you need to either: 

 Implement a Windows Server 2012 Domain Controller with the ActiveDirectory Module for 
Windows PowerShell feature installed. (It is installed by default when you install the Active 
Directory Domain Services role.)  
 

 Implement a Windows Server 2012-based member server with the ActiveDirectory Module 
for Windows PowerShell feature installed. This feature is buried deep in the Remote Server 
Administration Tools, then Role Administration Tools and AD DS and AD LDS Tools.  
 

 Implement a Windows 8-based domain-joined workstation with the Remote Server 
Administration Tools (RSAT) package installed and ActiveDirectory Module for Windows 
PowerShell feature installed. This feature can be found in the Remote Server Administration 
Tools, then Role Administration Tools and AD DS and AD LDS Tools.  

To point the PowerShell commands to a Domain Controller, this Domain Controller needs to run the 

Active Directory Web Services (ADWS). This functionality is available on both Server Core and Full 

Installations of Windows Server 2008 R2 and Windows Server 2012.  

For Windows Server 2003 and full installations of Windows Server 2008, the Active Directory 

Management Gateway Service (Active Directory Web Service for Windows Server 2003 and Windows 

Server 2008) can be installed. 

  

http://www.microsoft.com/en-us/download/details.aspx?id=2852
http://www.microsoft.com/en-us/download/details.aspx?id=2852
http://www.microsoft.com/en-us/download/details.aspx?id=2852
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PowerShell History Viewer 
As we’ve seen in the previous chapter, Active Directory Domain Services in Windows Server 2012 now 

sports a grand total of 145 PowerShell Cmdlets. Learning these commands and putting them to good 

use, might seem like a week’s worth, but actually, the PowerShell History Viewer in the Windows Server 

2012 Active Directory Administrative Center (ADAC) helps you get started quickly. 

To use this feature, first open the Active Directory Administrative Center (ADAC) on your Windows 

Server 2012-based Domain Controller, your Windows Server 2012-based Management Server or 

Windows 8-based Management workstation with the Remote Server Administration Tools (RSAT) 

installed. 

In the right bottom corner of the Active Directory Administrative Center screen, click on the up arrow in 

the bar called “Windows PowerShell History”. This flicks up the Active Directory Windows PowerShell 

History pane. The two screenshots below show the difference between the History viewer opened 

(right) and closed (left): 

  

Now, when I would create a user, I would see the equivalent of the PowerShell steps involved to do so in 

the Windows PowerShell History viewer: 

 



21 
 

As you can clearly, there is minimum of four PowerShell commands involved in creating a user account. 

If, for instance, you would enable accidental deletion protection, that would amount to a fifth step. 

Another notable thing is the absence of passwords in the PowerShell History Viewer. Passwords are all 

filtered out for security purposes.  

At the top of the PowerShell History Viewer, there’s a Search field, four commands labeled Copy, Start 

Task, End Task and Clear All, along with a check box called Show All and the inevitable Help link. Here’s 

what they do: 

 Search  
Within the Search field, you can search in the PowerShell History to find a command. You can 
insert the first few letters of a Cmdlet and it will show you all the Cmdlets starting with these 
letters. You cannot search through entered values like first names.  
  

 Copy  
Use this command to copy out selected Cmdlets. You can copy multiple Cmdlets at once by 
holding down the Ctrl and/or Shift buttons while making your selection.  
  

 Start Task and End Task  
These two commands can be used to group a series of Cmdlets together for easy copying. You 
can give tasks meaningful names.  
  

 Clear All  
This clears the entire history of PowerShell commands in the PowerShell History Viewer.  
  

 Show All  
This checkbox switches between showing only commands manipulating objects (off) and 
showing all commands, including the commands to browse around in the Active Directory 
Administrative Console (on). By default, this check box is off to allow for greater overview.  
 

Requirements 
To gain access to the PowerShell commands, you need to use either: 

 Implement a Windows Server 2012 Domain Controller with the Active Directory Administrative 
Center feature installed. (It is installed by default when you install the Active Directory Domain 
Services role.)  
 

 Implement a Windows Server 2012-based member server with the Active Directory 
Administrative Center feature installed. This feature is buried deep in the Remote Server 
Administration Tools, then Role Administration Tools and AD DS and AD LDS Tools.  
 

 Implement a Windows 8-based domain-joined workstation with the Remote Server 
Administration Tools (RSAT) package installed and Active Directory Administrative Center 
feature installed. This feature can be found in the Remote Server Administration Tools, then 
Role Administration Tools and AD DS and AD LDS Tools.   
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Active Directory Recycle Bin GUI 
A new feature in Windows Server 2008 R2 and the Windows Server 2008 R2 Forest Functional Level 

(FFL) was the Active Directory Recycle Bin. This feature enabled administrators to restore (accidentally) 

deleted objects, without booting into Directory Services Restore Mode (DSRM) or reanimating objects 

(with loss of attributes). 

How the Active Directory Recycle Bin works  

isDeleted and isRecycled 

The technology behind the Active Directory Recycle Bin is a new attribute: ‘isRecycled’. Since Windows 

2000 Server, when an object, like a computer or user, is deleted, the attribute ‘isDeleted’ is set to true. 

With the Active Directory Recycle Bin enabled, after the recycle lifetime has expired, the ‘isRecycled’ 

attribute is also set to true. Then, after the tombstone lifetime has expired, the object is truly removed 

from the database. 

When only the ‘isDeleted’ attribute is set, the object is recoverable through the Active Directory Recycle 

Bin. 

PowerShell 

In Windows Server 2008 R2, the only way to manage the Active Directory Recycle Bin is to use 

PowerShell. If you want to enable the Active Directory Recycle Bin optional feature or restore an object 

from the Active Directory Recycle Bin, you could only perform these actions with PowerShell. 

PowerShell is useful for repeating tasks, so it makes perfect sense to perform the one-time action of 

enabling the Active Directory Recycle Bin and delete accidentally deleted objects with PowerShell, right? 

  

 

In Windows Server 2012 you can enable the Active Directory Recycle Bin optional feature and restore 

objects from the Active Directory Recycle Bin from the Graphical User Interface (GUI). The Active 

Directory Administrative Center (ADAC) is the tool to perform both these actions. 

Enabling the Recycle Bin feature from the GUI 
You can enable the Active Directory Recycle Bin from within Active Directory Administrative Center, 

when you’re logged on or use the remote tools with an account that is a member of the Enterprise 

Admins group. 

This feature can be found in the action pane on the right, when the forest name is selected. Another 

way, is to right-click the domain name in the left pane and select the option Enable Recycle Bin … from 

the context menu, as depicted in the screenshot on the next page. 



23 
 

 

You’ll receive a warning, because you won’t be able to rollback enabling the Active Directory Recycle 

Bin. Click OK. A second pop-up will appear, asking you to refresh the AD Administrative Center. Again, 

click OK. After you refresh, you will notice a new container underneath the domain root named Deleted 

Objects. 

Restoring objects from the GUI 
After you, or another Active Directory admin, has deleted an object, the object will become visible in 

this Deleted Objects container.  

Clicking on this folder will open it to display deleted objects. You may find user objects, computer 

objects, Organizational Units (OUs) and Fine-grained password policy settings in this container. 

By right-clicking objects in this container you can restore them to their original location, or restore them 

to an alternative location. 
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That last option might come in handy when you’ve deleted a whole Organization Unit (OU) and want to 

restore only a few objects from that OU in a different location.  

Note:  

When you restore an object of which the parent object was also deleted, make sure you select 

the parent object too. The logic behind the Active Directory Administrative Center will restore 

the whole tree.  

    

Requirements 
To enable the Active Directory Recycle Bin optional feature you will first need to fulfill the Active 

Directory Recycle Bin requirements: 

 All Domain Controllers in the forest need to run Windows Server 2008 R2 or Windows Server 
2012. You can either transition your current Domain Controller to these Windows Server 
versions or in-place upgrade them. Alternatively you can start a new Active Directory forest 
from scratch and migrate your current objects in with the Active Directory Migration Tool 
(ADMT) or a 3rd party migration tool.  

file:///C:/Users/Sander/AppData/Local/Temp/WindowsLiveWriter-1899385580/supfiles10780997/ADACRestoreUser4.png
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 The Domain Functional Level (DFL) of all domains in the forest need to be at least on the 
Windows Server 2008 R2 Domain Functional Level. (47)  
 

 The Forest Functional Level (FFL) needs to be on the Windows Server 2008 R2 Forest Functional 
Level. (47)  

Then, you need to unlock the new Active Directory Administrative Center (ADAC). You can do this in the 

following ways: 

 Introduce a Windows Server 2012 Domain Controller. This server will need to be a Full 
Installation, not a Server Core installation. The Active Directory Administrative Center will be 
installed as part of the Domain Controller promotion process.  
  

 Introduce a Windows Server 2012 Member Server and add the Active Directory Administrative 
Center from the Remote Server Administration Tools (RSAT) category in the Add/Remove Server 
Roles and Features control panel applet. For the purpose of a management server this server is 
best configured as a Full Installation, instead of a Server Core installation.  
   

 Introduce a Windows 8 Professional installation to your environment and install the Remote 
Server Administration Tools (RSAT) update package to the installation. After that, enable the 
Active Directory Administrative Center from the Remote Server Administration Tools (RSAT) 
category in the Add/Remove Features applet in the Control Panel (right click in the bottom left 
corner of the screen and select Control Panel to access this feature).  

After fulfilling these requirements you can scroll back up to the part in this chapter where I explain how 

to enable the Recycle Bin feature from the GUI, and you’re done! 

With the Active Directory Recycle Bin now configurable through the Active Directory Administrative 

Center, I’m sure a lot more people will be using the Recycle Bin feature to restore objects. Not having to 

fumble around in a new feature on the PowerShell command-line (like in Windows Server 2008 R2) will 

help a lot of people. 
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Fine-grained Password Policy GUI 
Microsoft introduced the concept of Fine-grained Password Policies in Active Directory back in Windows 

Server 2008. From that day on, Active Directory admins could granularly roll out Password and Account 

Lockout Policies to groups and individual users. It was, however, such a painful experience, that many 

books suggested to use the free SpecOps Password Policy Basic tool to set fine-grained password 

policies, instead of using the built-in PowerShell commands. 

Now, in Windows Server 2012, the Active Directory team has finally created a Graphical User Interface 

(GUI) for Fine-grained Password Policies. Just as the Active Directory PowerShell History Viewer and the 

Active Directory Recycle Bin, it’s part of the Active Directory Administrative Center. 

Note:  

There are no changes under the hood for Fine-grained Password Policies. These policies are still 

only applicable to user objects and groups, not OUs. 

  

Creating a Fine-grained Password Policy in the GUI 
If you want to, you can create a Fine-grained Password Policy without a link within the Active Directory 

Administrative Center. For this purpose, open the Active Directory Administrative Console, using an 

account with sufficient permissions to create Fine-grained Password Policies. 

In the left navigation pane, head to the System container under the domain root and from there drill 

deeper until you reach the Password Settings Container. This is where Fine-grained Password Policies 

live in Active Directory: 

 

http://www.specopssoft.com/documentation/specops-password-policy-basic-documentation
http://blogs.dirteam.com/blogs/sanderberkouwer/archive/2010/04/28/active-directory-domain-services-command-fu-part-6.aspx#CommandFuFGPP
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Now, you can use the New and then Password Settings commands from the task pane on the right, or 

simply right-click within the middle pane and make the same selections from the context menu to create 

a Fine-grained Password Policy. 

 

In the Create Password Settings screen, you can give the Fine-grained Password Policy a meaningful 

Name and a Precedence. (both fields are mandatory.)  

Tip!  

Precedence allows you to give Fine-grained Password Policies priority over other Fine-grained 

Password Policies. Fine-grained Password Policies applied to users directly always take 

precedence over Fine-grained Password Policies  applied to groups the user is a member of. If 

you work with multiple Fine-grained Password Policies, make sure the most important ones 

have value 1. 

In the Directly Applies To section you can specify groups and/or users that will be subject to this Fine-

grained Password Policy. 

 

  

file:///C:/Users/Sander/AppData/Local/Temp/WindowsLiveWriter-1899385580/supfiles107BAC99/ADACCreateFGPPinContainer3.png
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Assigning a Password Policy to a user in the GUI 
To assign a Fine-grained Password Policy directly to a user, open the properties of a user account in the 

Active Directory Administrative Center. In the left pane, select Password Settings. Use the Assign… 

button to select a Fine-grained Password Policy, as shown in the screenshot below: 

 

Use the Check Names functionality to make picking easier and click OK when done. 
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Assigning a Password Policy to a group in the GUI 
Assigning a Fine-grained Password Policy to a group is as straight-forward as assigning a Fine-grained 

Password Policy to a user. Open the properties of a group, scroll down to the Password Settings, or click 

it in the left pane and add/remove Password policies, as you seem fit: 
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View resultant password settings for a user 
If, at any time, you’re unclear which Fine-grained Password Policy applies to a user, use the built-in 

capabilities of the Active Directory Administrative Center to view the resultant password settings. For 

this feature, simply right-click a user, and select View resultant password settings… from the context 

menu: 

 

This command will open the applied Fine-grained Password Policy for the user object. 

 

Related Posts on the DirTeam.com / ActiveDir.org Weblogs 
Creating and managing fine-grained password policies 

  

http://blogs.dirteam.com/blogs/sanderberkouwer/archive/2010/04/28/active-directory-domain-services-command-fu-part-6.aspx#CommandFuFGPP
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Group MSAs 
Back in Windows Server 2008 R2, Managed Service Accounts (MSAs) solved the problem of unsecure 

service accounts. Managing them was a nightmare, even if you knew what you were doing. Now, In 

Windows Server 2012, Microsoft addresses a couple of these challenges. This chapter shows how. 

  

Challenges with service accounts 
We all use service accounts in our environments. These accounts allow us to run a service with the right 

amount of privileges. It also allows us to change the passwords for normal accounts, since these are not 

abused to run services. 

However, there is also a downside to service accounts. Problems with service accounts pre-Windows 

server 2008 R2 include: 

 Service account password changes are a nightmare and they tend to break stuff. Nonetheless, it 
is a best practice to change these passwords regularly.  
  

 Passwords for service accounts are stored in plain text in registry. Sure, the passwords are 
protected, but still accessible if you know how.  
  

 The Scope of service accounts is not easily set. Service accounts can often be used outside the 
intended scope, for instance to set up VPN connections are send mail through the 
(authenticated) SMTP gateway.  
  

MSAs in Windows Server 2008 R2 
Microsoft introduced the Managed Service Account (MSA) in Windows Server 2008 R2. This new object 

type (msDS-ManagedServiceAccount) was derived from the computer account object and lives in the 

Managed Service Accounts container under the domain root.  

It offered a big benefit: just like with a computer account and the typical local system accounts, the 

managed service account would automatically change it password regularly. It can also update its 

Service Principle Name (SPN) automatically. 

From a security point of view, this means, in a worst case scenario, a sniffed (and decoded) 

password(hash) can only be used for a limited amount of time. It also means that when the account is 

only given the barely minimum privileges, an attacker cannot exploit a vulnerability in the service, 

beyond the service itself.  

From a management point of view, it means you can create automatically changing service accounts per 

service per host. After renaming the host, the service will start like it did before.  
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To create and manage Managed Service Accounts (MSAs), an Active Directory admin would use 

PowerShell. The typical command to create a Managed Service Account would look like this: 

New-ADServiceAccount -Name MSA-Host1 -Path "CN=Managed Service 
Accounts,DC=domain,DC=tld" 

Note: 

While creating a Managed Service Account is also possible using Active Directory Users and 

Computers (dsa.msc), this is not the ideal way to create these accounts. 

Then, to assign the Managed Service Account to a host, the following PowerShell command would be 

used: 

Add-ADComputerServiceAccount -Identity Host1 -ServiceAccount MSA-Host1 

As a last step, install the Managed Service Account on the host, that hosts the service, in this case Host1: 

Install-ADServiceAccount -Identity MSA-Host1 

After this third step you can configure the service to run using the managed service account in the 

Services MMC Snap-in (services.msc). 

  

gMSAs in Windows Server 2012 
Alongside the Managed Service Account (MSA), in Windows Server 2012, a new type of object is being 

introduced: the group Managed Service Account. (msDS-GroupManagedServiceAccount) 

Group Managed Service Accounts (gMSAs) provide the same functionality as MSAs within the domain 

but also extends that functionality to multiple servers. When connecting to a service hosted on a server 

farm, such as IIS Network Load Balance farms, Exchange DAG members and SQL Failover Clusters, the 

authentication protocols supporting mutual authentication require that all instances of the services use 

the same principal. When group Managed Service Account are used as service principals, the Windows 

Operating System manages the password for the account instead of relying on the administrator to 

manage the password.  

gMSAs provide a single identity solution for services running on a server farm, or on systems behind 

Network Load Balance. By using gMSAs, services can be configured for the new gMSA object and the 

password management is handled by Windows. 

      

http://blogs.technet.com/activedirectoryua/archive/2009/01/29/create-managed-service-accounts-with-powershell-do-not-create-managed-service-accounts-with-active-directory-users-and-computers.aspx
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Creating gMSAs 
To be able to work with group Managed Service Accounts, first, the Key Distribution Services needs to 

be turned on on the Domain Controllers.  

Altogether, implementing group Managed Service Accounts is a five-step procedure: 

Step 1. Configure the Group Key Distribution Service 

First, you need to check whether the service is configured correctly on your Windows Server 2012-based 

Domain Controllers. For this, open the Active Directory Sites and Services MMC Snap-in (dssite.msc) 

and in the View menu check the Show Services Node option. 

Then in the left pane, click to open the Services folder, then click to open the Group Key Distribution 

Service and drill down further by clicking on the Server Configuration node. Here you should see the 

Group Key Distribution Service Server Configuration object. When it exists, the service has been 

correctly registered. 

In order for the Group Key Distribution Service to work, however, it needs root keys. In the Master Root 

Keys node under the Group Key Distribution Service node in Active Directory Sites and Services, check 

whether at least one exists. If not, use the following command to create them: 

Add-KdsRootKey -EffectiveImmediately 

Note:  

Although the command specifies the Root Key to be effective immediately, you will actually 

have to wait 10 hours for it to become active. This ensures there is ample time to replicate the 

information to other Domain Controllers. 

The command will output a Generally Unique Identifier (GUID) for the new Master Key. The new key 

should be visible with this GUID as its name in the Master Root Keys node under the Group Key 

Distribution Service node in Active Directory Sites and Services. 

You will only need to perform this first step once. 

Step 2: Create a group (best practice) 

When you want to dynamically scope the gMSA, it’s a best practice to use a group. You can specify hosts 

allowed to consume the gMSA when you create the gMSA, but it’s easier to create a group and make 

the servers a member of the group. 

Note:  

The servers need to be rebooted afterwards to pick up their new group memberships. 

Step 3: Create the gMSA 

To create a group Managed Service Account use the following PowerShell one-liner: 

New-ADServiceAccount gMSA1 –DNSHostName MemberSrv1.domain.tld  

-PrincipalsAllowedToRetrieveManagedPassword ShortGroupName 
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Note:  

By default, a gMSA will change the password every 30 days, as defined in the msDS-

ManagedPasswordInterval. 

Step 4: Enable the gMSA for use on the hosts 

On the host that hosts the service, execute the following command to make the gMSA available for 

selection in the Services MMC Snap-in (services.msc): 

Install-ADServiceAccount gMSA1 

 

Step 5: Specify the gMSA as the service account on the hosts 

Now, in the Services MMC Snap-in (services.msc), specify the group Managed Service Account as the 

service account for the intended service: 

      



35 
 

Creating MSAs in Windows Server 2012 
For Windows Server 2012, the Windows PowerShell Cmdlets default to managing the group Managed 

Service Accounts instead of the server Managed Service Accounts. To create a ‘normal’ MSA instead of a 

gMSA, use the following PowerShell syntax: 

New-ADServiceAccount MSA-Host1 –RestrictToSingleComputer 

 

Requirements 
In order to create and use group Managed Service Accounts (gMSAs), you will need to meet the 

following requirements: 

 Deploy at least one Windows Server 2012-based Domain Controller  
Even though gMSAs can authenticate to any Domain Controller in the environment, the 
passwords are computed by the Group Key Distribution Services (GKDS) running on Windows 
Server 2012-based Domain Controllers  
     

 Active Directory PowerShell on management servers  
Implement a Windows Server 2012-based member server with the ActiveDirectory Module 
for Windows PowerShell feature installed. This feature is buried deep in the Remote Server 
Administration Tools, then Role Administration Tools and AD DS and AD LDS Tools.  
    

 Active Directory PowerShell on management workstations  
Implement a Windows 8-based domain-joined workstation with the Remote Server 
Administration Tools (RSAT) package installed and ActiveDirectory Module for Windows 
PowerShell feature installed. This feature can be found in the Remote Server Administration 
Tools, then Role Administration Tools and AD DS and AD LDS Tools.  
    

 Recommended: Windows Server 2008 R2 Domain Functional Level  
For automatic password and SPN management to work, the Active Directory environment 
should be running the Windows Server 2008 R2 Domain Functional Level. If the domain is less 
than Windows Server 2008 R2 Domain Functional Level, automatic passwords will work, but 
automatic SPN management will not work, and SPNs will have to be maintained by 
administrators manually.  

       

Group Managed Service Accounts (gMSAs) in Windows Server 2012 offer functionality beyond the 

Managed Service Accounts (MSAs) found in Windows Server 2008 R2. 

Unfortunately, to manage gMSAs you will still need to type away at the PowerShell command-line. For 

this feature, no Graphical User Interface (GUI) was created in the Active Directory Administrative Center 

(yet). Also, if your goal is to create a ‘normal’ MSA, you need to adjust your PowerShell scripts to target 

these specifically.  
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Connected Accounts 
Windows 8 and Windows Server 2012 are cloud-optimized Operating Systems. One of the areas where 

this is visible is the ability to connect domain accounts to Microsoft accounts (formerly known as 

Windows Live IDs). 

In this chapter I’ll show you how this functionality works and how you can disable this functionality 

altogether or granularly with Group Policy. 

Windows 8 offers Microsoft account logins. This allows users to log on to a Windows 8 box with their 

Microsoft Account (formerly known as a Windows Live ID). This is a neat functionality for home-based 

Windows 8 installations and organizations subscribed to Office 365, since it allows the synchronization 

of settings between computers where you log on with the same Microsoft account. 

Microsoft accounts can also be connected to Active Directory domain accounts. This allows users to 

build a bridge between their Microsoft Account and their Domain Account.  

The benefits 

You could ask yourself why colleagues would want to connect their Microsoft accounts with their 

domain accounts. They’ll tell you (in other words, probably): 

 I want to use the Windows Store.  
 I want to seamlessly have access to the data in my new apps.  
 I don’t to synchronize my settings between my Windows 8 and Windows RT devices.  
 I want to synchronize my documents and photos with SkyDrive without hassle  

On the other hand, you’ve spent time securing the Windows 8 platform, configuring password, lockout 

and auditing policies and want your colleagues to continue to access the corporate resources  without 

hassle. 

Connected accounts offer this capability. It builds a bridge between the Microsoft accounts of your 

colleagues and their Domain Accounts. PCs will still be members of the Active Directory domain, your 

colleagues will still be subject to Group Policies and they will still need to use the logon methods you’ve 

configured. 

  

http://www.skydrive.com/
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Connecting a Microsoft account 
Connecting a Microsoft account to a Domain account is really easy. When a colleague wants to connect 

the two, simply explain the steps involved: 

Open the PC Settings by either: 

 Pressing Win+C, clicking on the cog icon to access the Settings, then clicking at the bottom of 
the panel on Change PC Settings.  
 

 Pressing Win+I and clicking at the bottom of the panel on Change PC Settings. 
    

 When the device is equipped with a touchscreen, sliding in from the right side of the screen, 
touching the cog icon to access Settings, then touching Change PC Settings at the bottom of the 
panel.  

In the PC Settings screen, click on Users in the left pane. On the right an area will appear where you will 

see something like this: 

 

Now, this looks like an invitation to connect the two accounts together. When you press the Connect 

your Microsoft account button, a ribbon appears, presenting you the following questions: 
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Here we see the benefits listed of connecting the two accounts together on a silver platter. By default, 

all synchronization options are enabled. 

The wizard will next ask you for your Microsoft account information. Walk through the steps and click 

the Finish button when done. 

You will return to the Users section of PC Settings. Here, you can now see that the two accounts are 

connected: 
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Managing Connected Accounts 
Your organization might not have a need for the Connected Accounts feature, might not want anything 

to do with Microsoft in the cloud or might simply want to control the settings people in the organization 

can sync to the domain-joined computers. Luckily, for these organizations, new Group Policy settings 

have been introduced to fit these needs. 

Note:  

No, Microsoft is not force-feeding you the cloud. Microsoft offers organizations cloud services 

on their terms. 

  

Disabling connected accounts 
If you want to disable the Connected Accounts feature in the Windows 8 installations within your Active 

Directory environment, make sure to set the Block Microsoft accounts Group Policy. 

This Group Policy can be used to prevent users from connecting their domain accounts to a Microsoft 

Account and prevent them from creating user accounts based on Microsoft accounts. (if needed) This 

latter setting is useful in environments where colleagues might still have administrative privileges on 

their domain-joined computers. 

The Group Policy is located in Computer Configuration, Windows Settings, Security Settings, Local 

Policies, Security Options and is called Accounts: Block Microsoft accounts. 
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Possible settings are: 

 This policy is disabled  
 Users can't add Microsoft accounts  
 Users can't add or log on with Microsoft accounts  

Managing synchronization settings 
Allowing people to synchronize settings, files and folders might interfere with the defaults you might 

have set to make the desktops of your Windows installations look nice or with the nature of your 

business data.  

Synchronization can be managed with the Group Policies found in Computer Configuration, 

Administrative Templates, Windows Components, Sync your settings. There is a Group Policy available 

to disable all synchronization, but, also, there's a whole list of fine-grained synchronization Group Policy 

settings. 

 

If you're worried about the uniform look on the desktops of your colleagues, I suggest you enable both 

the Do not personalize and Do not sync desktop personalization settings Group Policies. 

 

Related Posts on the DirTeam.com / ActiveDir.org Weblogs 
Five must-have Group Policy settings to create an uniform look for your Windows 8 clients    

  

http://blogs.dirteam.com/blogs/sanderberkouwer/archive/2012/08/21/five-must-have-group-policy-settings-to-create-a-uniform-look-for-your-windows-8-clients.aspx
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Improved Kerberos Constrained Delegation 
Kerberos Constrained Delegation (KCD) is a feature in Windows Server that has been available since 

Windows Server 2003 through Kerberos extensions. It allows for clients to let an application or a service 

connect to other servers or services on its behalf. A client might use a front-end server, for example, 

that then needs to authenticate with a back-end server. The front-end server needs to authenticate to 

the back-end server with the client's credentials, because if it authenticated under its own service 

account, it would have different authorization than the user. 

The Kerberos protocol includes a mechanism called delegation of authentication. When this mechanism 

is used, the client delegates authentication to the front-end server by informing the Key Distribution 

Center (KDC) that the front-end server is authorized to act on behalf of a specified Kerberos security 

principal, such as a user that has an Active Directory service account. The front-end server can then 

delegate authentication to the back-end server. 

In the Windows 2000 delegation model, the Key Distribution Center (KDC) does not limit the scope of 

services that a Kerberos principal's identity can be delegated to. That is, after a service account is 

trusted for delegation, it can request service tickets on behalf of a given user to any other service 

accounts. With Kerberos Constrained Delegation (KCD), on the other hand, domain administrators can 

configure service accounts to only delegate to specific sets of service accounts. In Windows Server 2003 

and higher, the ms-DS-Allowed-To-Delegate-To attribute is added to service accounts to help enforce 

KCD. This attribute lists the service principal names (SPNs) of other service accounts that a given service 

account is allowed to delegate to. When a Windows Server KDC processes a service ticket request via 

the constrained delegation extension, it will verify that the target service account is one that is listed in 

the ms-DS-Allowed-To-Delegate-To attribute. 

Schematically, Kerberos Constrained Delegation (KCD) looks like: 
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Kerberos Constrained Delegation in Windows Server 2012 now supports cross-domain and cross-forest 

authentication scenarios.  

Under the hood, Kerberos Constrained Delegation in Windows Server 2012 has moved the authorization 

decision to the resource-owners and this permits the back-end servers to authorize which front-end 

service accounts can impersonate users against their resources. 

Also, there is a change in the required privileges, since you no longer need Domain Admin privileges to 

configure and manage Kerberos Constrained Delegation. It merely needs administrative privileges to the 

back-end service account. 

 

Requirements 
If you want to use Kerberos Constrained Delegation (KCD) in cross-domain or cross-forest scenario, you 

need to fulfill the following requirements: 

 Computers used by colleagues to access the service need to run Windows XP or later. These 
computers need to be domain-joined to a domain with Windows Server 2003-based Domain 
Controllers. 
  

 Front-end servers need to run Windows Server 2012. 
  

 One or more Domain Controllers in the front-end domain need to be running Windows Server 
2012. 
  

 One or more Domain Controllers in the back-end domain need to be running Windows Server 
2012  and the whole back-end server forest needs to prepared with the Windows Server 2012 
schema update. 
  

 Back-end server accounts need to be configured with accounts that are permitted for 
impersonation. 
  

 Windows Server 2012 schema update in back-end server’s forest. 
  

 Back-end application servers need to be running Windows Server 2003 or later.  
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Kerberos Armoring (FAST) 
A whole new security feature in Active Directory Domain Services in Windows Server 2012 listens to the 

name Flexible Authentication Secure Tunneling (FAST). This new features solves common security 

problems with Kerberos and also makes sure clients do not fall back to less secure legacy protocols or 

weaker cryptographic methods.  

Note:  

Sometimes, this feature is referred to as Kerberos Armoring, but Flexible Authentication Secure 

Tunneling (FAST) is it’s official name defined by the April 2011 RFC 6113. 

Flexible Authentication Secure Tunneling (FAST) is part of the framework for Kerberos Pre-

authentication. FAST provides a protected channel between the client and the Key Distribution Center 

(KDC), and it can optionally deliver key material used to strengthen the reply key within the protected 

channel. With FAST in place, it is relatively straightforward to chain multiple authentication mechanisms, 

utilize a different key management system, or support a new key agreement algorithm.  

With FAST enabled and required, brute forcing the reply key is no longer possible and the highest 

possible cryptographic protocols and cipher strengths are guaranteed to be used by Windows 8 clients 

in their pre-authentication traffic with Windows Server 2012 Domain Controllers.  

When FAST is required, this enables the Compound Authentication functionality in Dynamic Access 

Control (DAC), allowing authorization based on the combination of both user claims and device claims. 

 

Enabling FAST 
Enabling Flexible Authentication Secure Tunneling (FAST) can be achieved through Group Policy once 

you fulfill the requirements.  

The Group Policy you need for this is located in Computer Configuration, Administrative Templates, 

System, KDC and is named KDC support for claims, compound authentication and Kerberos armoring 

as shown in the screenshot on the next page. 

http://tools.ietf.org/html/rfc6113


44 
 

 

This Group Policy supports four possible settings after you enable it: 

 Supported  
 Not supported  
 Always provide claims  
 Fail unarmored authentication requests  

When you choose the ‘Supported’ setting and link the Group Policy to the Domain Controllers 

Organizational Unit (OU), it’s time to enable Flexible Authentication Secure Tunneling (FAST) on the 

Windows 8 clients. 

Point your Group Policy Management Console (GPMC), assign a Group Policy object to the Organization 

Unit(s) containing your domain-joined Windows 8 computers. Open the Group Policy object and 

navigate to Computer Configuration, Administrative Templates, System, Kerberos. Here, enable the 

Kerberos client support for claims, compound authentication and Kerberos armoring Group Policy. 

file:///C:/Users/Sander/AppData/Local/Temp/WindowsLiveWriter-1899385580/supfiles108A6CBD/KerberosArmoringEnable4.png
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You will have Flexible Authentication Secure Tunneling (FAST) on your network between domain-joined 

Windows 8 clients and Windows Server 2012-based Domain Controllers after the next Group Policy 

refresh cycle. 

  

  

file:///C:/Users/Sander/AppData/Local/Temp/WindowsLiveWriter-1899385580/supfiles108A6CBD/KerberosArmoringPolicies26.png
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Requiring FAST 
Requiring Flexible Authentication Secure Tunneling is the next step. You will still use the Group Policy 

Management Console (GPMC) as your tool of choice, because a couple more Group Policies need to be 

configured. 

Assign a Group Policy object to the Domain Controllers Organizational Unit (OU) and within the Group 

Policy object, again, navigate to Computer Configuration, Administrative Templates, System, Kerberos. 

Here, enable the Fail authentication requests when Kerberos armoring is not available Group Policy. 

  

Lastly, the above mentioned Group Policy KDC support for claims, compound authentication and 

Kerberos armoring, located in Computer Configuration, Administrative Templates, System, KDC needs 

to be configured with the Fail unarmored authentication requests setting.  

  

file:///C:/Users/Sander/AppData/Local/Temp/WindowsLiveWriter-1899385580/supfiles108A6CBD/KerberosArmoringPolicies33.png
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Requirements 
Flexible Authentication Secure Tunneling can be enabled in an Active Directory environment when: 

 Sufficient Domain Controllers are running Windows Server 2012, with sufficient processing 
power (to additionally encrypt Kerberos messages and sign Kerberos errors on top of the 
baseline processing power needs) and networking connectivity (to handle the additional 
message exchange and increased Kerberos services tickets on top of the baseline networking 
connectivity needs).  
     

Note:  
When FAST is enabled, Windows 8 clients will only communicate with Windows Server 2012 
Domain Controllers. This might create a pile-on effect. Therefore, ensure you have sufficient 
Domain Controllers to prevent authentication traffic passing Active Directory site links.  
    

 The environment no longer contains domain controllers running Windows Server 2003. 
Supported Domain Controller Operating Systems include Windows Server 2008, Windows Server 
2008 R2 and Windows Server 2012.  
  

 Clients need to be running Windows 8  

Flexible Authentication Secure Tunneling can be required in an Active Directory environment when: 

 All Domain Controllers in domains the client uses are running Windows Server 2012  
(including transited referral domains)  
  

 All domains the client uses are running the Windows Server 2012 Domain Functional Level (DFL).  
  

 Clients need to be running Windows 8  
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Virtualization-safe Active Directory 
In organizations with different teams being responsible for Active Directory management and 

management of the virtualization/hypervisor layer, it is not uncommon to seriously damage contents in 

Active Directory with snapshots. Virtualization Admins can easily cripple Active Directory by reverting a 

snapshot of a virtual Active Directory Domain Controller, since Active Directory Domain Services in 

Windows Server 2008 R2 and below are not virtualization-aware. 

Microsoft has been advising people not to use snapshots or any of the fancy server virtualization 

features on virtual Domain Controllers, for that reason. But then, virtualization admins might not know 

which virtual servers are Domain Controllers. It’s not entirely their fault, either, because sometimes 

Active Directory admins don’t know which servers are Domain Controllers because of overly complex 

server naming, change after change in an undisclosed change management process and/or 

merger/acquisition scenarios. 

Making Active Directory virtualization-aware and making Active Directory virtualization-safe, therefore, 

is a welcome feature for these organizations. Also, for less knowledgeable Active Directory Admins 

virtualizing Active Directory Domain Controllers, those features would prevent them from inadvertently 

introducing USN Rollbacks and Lingering Objects. 

 

USN Rollbacks 

Domain Controllers replicate changes. Whenever a change occurs on a Domain Controller, the Unique 

Serial Number (USN) of that Domain Controller increases. Each Domain Controller records the USNs it 

sees of its replication partners. This is recorded in the High Watermark Table. Replication partners are 

denoted using Invocation IDs in this table. The combination of USN and Invocation ID is captured as the 

up-to-dateness vector. 

When you restore a Domain Controller to an earlier state, you would restore the USN to an earlier state. 

This is called an USN rollback.  

Since its replication partners have seen a future USN for the Domain Controller and objects in Active 

Directory record the Domain Controller they originated on in the replication metadata, no changes on 

objects will be replicated out until the restored Domain Controller reaches the USN recorded in the High 

Watermark Table. This effect, called an USN Bubble, causes user accounts and computer accounts that 

are created on the restored domain controller to not exist on replication partners. Or, the password 

updates that originated there do not exist on replication partners. 

  

http://support.microsoft.com/kb/888794
http://support.microsoft.com/kb/888794
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Lingering Objects  

When you delete an object in Active Directory it doesn’t really get deleted, it gets tombstoned. In this 

process all but its most critical attributes (objectGUID, objectSid, nTSecurityDescriptor, uSNChanged 

and sIDHistory) are stripped and the changes are replicated between Domain Controllers. Only after the 

tombstone lifetime has been reached, the object gets deleted. This deletion takes place every 12 hours 

by the Garbage Collection process per Domain Controller.  

In normal situations, the tombstone process allows Domain Controllers to have sufficient time to 

replicate the tombstones. However, when you restore a Domain Controller to a point in time beyond the 

tombstone lifetime, the process may fail and objects that you expect to have been deleted may still exist 

on some Domain Controllers. These objects are called lingering objects. 

More information on both these problems can be found in the free whitepaper I wrote earlier this year:  

How to tell whether your host-based backup solution can successfully  

restore virtual Domain Controllers for Disaster Recovery purposes  

running on Hyper-V 2.0 

      

VM-GenerationID 
Active Directory Domain Services is the first Windows Server Role to take advantage of the VM-

GenerationID. This random 128bit identifier is a new feature of Hyper-V in Windows Server 2012 and is 

placed in the RAM of each virtual machine (VM). Every VM gets its own VM-GenerationID from the 

virtualization platform. The virtualization platform keeps the VM-GenerationID the same for a VM, 

unless the VM is reverted back to a snapshot.  

A virtual Domain Controller, running Windows Server 2012 reads this value when it starts and before 

every write to the Active Directory database. It stores the value of VM-Generation ID in the msDS-

GenerationID attribute of its object in the local Active Directory database.  

For every write, the Active Directory service compares the VM-GenerationID in RAM with the ms-DS-

Generation-Id attribute in the Active Directory database. If they match, no problem. If they don’t match, 

the Domain Controller has either been reverted to a previous snapshot, or the virtual disk of the Domain 

Controller has been reused for a different Domain Controller. 

In the case of a snapshot, the invocationID is renewed and the RID Pool block in use is discarded. This 

effectively designates the Domain Controller as a new replication partner for other Domain Controllers, 

so they can replicate in necessary changes to avoid USN Rollbacks and Lingering Objects.  

        

  

http://blogs.dirteam.com/blogs/sanderberkouwer/archive/2011/10/19/host-based-backup-and-restore-of-virtual-domain-controllers-whitepaper.aspx
http://blogs.dirteam.com/blogs/sanderberkouwer/archive/2011/10/19/host-based-backup-and-restore-of-virtual-domain-controllers-whitepaper.aspx
http://blogs.dirteam.com/blogs/sanderberkouwer/archive/2011/10/19/host-based-backup-and-restore-of-virtual-domain-controllers-whitepaper.aspx
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Exposing the VM-GenerationID 
There are two ways to see the VM-GenerationID. The difficult way is to look in the Device Manager. 

When you fulfill the requirements (below) you will see a device called Hyper-V Generation Counter 

under System Devices: 

 

As stated in the Virtual Machine Generation ID whitepaper, there is a way to substract the parts of the 

VM-GenerationID and construct it, but there’s a far easier way. 

You can read the VM-GenerationID straight from Active Directory. When you open Active Directory 

Users and Computers (dsa.msc), navigate to the Domain Controllers Organizational Unit. There, double 

click the object of the virtual Domain Controller you’re connected to. This will open the properties of the 

virtual Domain Controller. Open the Attribute Editor tab and scroll down until you reach the msDS-

GenerationId attribute. Press the View button and Voilà, there’s the VM-GenerationID. 

 Note: 

 If the Attribute Editor tab is not shown, enable the Advanced Features from the View menu first. 

 

        

http://www.microsoft.com/en-us/download/details.aspx?id=30707
file:///C:/Users/Sander/AppData/Local/Temp/WindowsLiveWriter-1899385580/supfiles108CE67E/VMGenerationIDinDeviceManager6.png
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Requirements 
The virtualization safeguards incorporated around VM-GenerationID will help Domain Controllers 

prevent USN Rollbacks and Lingering Objects when you fulfill the following requirements: 

 The virtualization platform used to run virtual Domain Controllers needs to support the VM-
GenerationID feature.  
 

 Virtual Domain Controllers need to run Windows Server 2012.  
  

Related KnowledgeBase articles 
888794 Things to consider when you host Active Directory domain controllers in virtual hosting 

environments   

  

http://support.microsoft.com/kb/888794
http://support.microsoft.com/kb/888794


52 
 

Domain Controller Cloning 
In the previous chapter I discussed virtualization-aware Active Directory. With the use of the newly 

introduced VM-GenerationID, virtual Domain Controllers can now detect when they are reverted back 

to an earlier state or when their virtual hard disk is reused. Let’s look into the latter scenario a bit. 

In Windows Server 2008 R2 and earlier, when you’d reuse a hard disk of a Domain Controller to create a 

new host on the same network, two Domain Controllers would exist with the same hostnames, IP 

addresses and invocationIDs. This would cause all sorts of problems. 

But actually, cloning a Domain Controller isn’t even that counterintuitive. Sure, we’ve been conditioned 

to promote additional Domain Controllers with or without Install from Media (IfM), but in reality, when 

you have a standardized environment, dedicated Domain Controllers are 98% equal. Besides, it’s not the 

process of promoting a server to a Domain Controller that takes up a lot of time. It’s installing the 

Windows updates since the last Service Pack, installing drivers, installing anti-malware, backup, 

monitoring, UPS- and other management agents, configuring these updates, installing their updates and 

making sure they all work, that’s the bulk of the work. No wonder, IT departments work with SLAs that 

permit them to spend multiple work days to set up a new production server… 

So how does configuring a replica Domain Controller within 10 minutes sound? 

Because that’s exactly what the Active Directory team has created in Windows Server 2012, building on 

top of the VM-GenerationID and virtualization safeguards. The feature is called Domain Controller 

Cloning, or DCCloning for short.  
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Cloning Domain Controllers from the GUI (mostly) 
Cloning a Domain Controller is done in seven steps: 

1. Allow the source Domain Controller to be cloned 

In the previous chapter I explained how Active Directory in Windows Server 2012 is now virtualization-

safe; Virtualization Admins no longer need to know which virtual machines to be careful with and Active 

Directory Admins no longer have to fear the work done by the Virtualization Admins.  

For Active Directory Admins to keep control of their virtual Domain Controllers, they are the ones to 

authorize their servers for Domain Controller Cloning. When a Domain Controller is unauthorized, a 

Virtualization Admin cannot clone a virtual Domain Controller. When reusing a virtual hard disk of an 

unauthorized Domain Controller, it will boot into the Domain Services Restore Mode. 

To authorize a Domain Controller for Domain Controller Cloning, it’s computer object needs to be made 

a member of the Cloneable Domain Controllers global security group, located in the Users container. 

 

Alternatively you can grant the DS-Clone-Domain-Controller extended right, as, under the hood, this is 

the right the Cloneable Domain Controllers group grants. 

  

file:///C:/Users/Sander/AppData/Local/Temp/WindowsLiveWriter-1899385580/supfiles108FA318/CloneableDomainControllers3.png
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2. Resolve Service Principal Name issues 

One of the limitations of Domain Controller Cloning is the ability to clone Service Principal Names (SPN). 

Therefore, you should manually check for SPNs on the Domain Controller before cloning a Domain 

Controller. The following PowerShell one-liner, when run on the source Domain Controller, shows you 

the Service Principal Names in use: 

Get-ADServiceAccount –filter:"*" 

Check the output of this command. When it returns one or more service accounts, make sure to either 

remove the associated service (temporarily) or convert the service account into a group Managed 

Service Account (gMSA). 

 

3. Resolve problems with non-cloneable applications, agents and services 

Applications, agents and services in use on Domain Controllers might pose a challenge when you clone a 

Domain Controller. Microsoft has done an incredible amount of work to make sure their services are 

cloneable.  

This work can be seen when examining C:\Windows\System32\DefaultDCCloneAllowList.xml. 

However, with new applications, agents and services being released by both Microsoft and other 

vendors, we are bound to bump into software that has not been tested, yet. To get a list of installed 

software that is not on the list of tested software (DefaultDCCloneAllowList.xml), perform the following 

PowerShell one-liner: 

Get-ADDCCloningExcludedApplicationList  

This command might return a set of applications and services that are not tested. Now, when the 

Domain Controller Cloning process runs into an application, agent of service that is not on the Default 

Domain Controller Clone Allow List (DefaultDCCloneAllowList.xml) it will feel it is not allowed to 

perform the clone. When the command doesn’t detect any untested applications, agents or services, 

you and the Domain Controller are good to go to the next step. When the command returns programs 

or services, you need to resolve the issues. You can do this in two ways: 

1. Uninstall the program or service (temporarily).  
2. (Work with the software vendor to) Test the application, agent and/or service for cloning.  

When following the second method and you feel the applications and services detected using the  

Get-ADDCCloningExcludedApplicationList command don’t stand in the way of successful 

Domain Controller Cloning, you can add these applications to a Custom Domain Controller Clone Allow 

List (CustomDCCloneAllowList.xml). This last file uses the same syntax as the Default Domain Controller 

Clone Allow List, so it will look something like the screenshot on the next page. 

http://blogs.dirteam.com/blogs/sanderberkouwer/archive/2012/09/04/new-features-in-active-directory-domain-services-in-windows-server-2012-part-8-group-msas-gmsas.aspx
http://blogs.dirteam.com/blogs/sanderberkouwer/archive/2012/09/04/new-features-in-active-directory-domain-services-in-windows-server-2012-part-8-group-msas-gmsas.aspx
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Place the CustomDCCloneAllowList.xml file in the same folder as the Active Directory database 

(ntds.dit) on the source Domain Controller. 

Note:  

By default, the location of the Active Directory database is C:\Windows\NTDS.  

      

4. Write the DcCloneConfig file 

In this step we specify the configuration of the target Domain Controller; the Domain Controller that will 

be the result of Domain Controller cloning. For this purpose we write a DCCloneConfig.xml file. 

As the basis for our file, we use C:\Windows\System32\SampleDCCloneConfig.xml as shown on the 

next page. 
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As the file shows, it has predefined fields we can use to specify configuration information for the new 

Domain Controller. When you work with DHCP Reservations for your Domain Controllers, are fine with 

Microsoft-generated Domain Controller names and want the target Domain Controllers to show up in 

the same Active Directory site as the source Domain Controller, you can use this file as is and save it as 

DCCloneConfig.xml in one of the following locations: 

 the same folder as the Active Directory database (ntds.dit) on the source Domain Controller.  
 

 In the root of (virtual) removable media, such as virtual floppy drives (*.vfd files) or virtual CD- 
and DVD-drives (*.iso-files).  

Note:  

When you save DCCloneConfig.xml on removable storage, make sure the admin creating the clone 

(step 4) attaches the removable storage to the virtual machine, but does not make the virtual 

machine boot from the media. 

  

file:///C:/Users/Sander/AppData/Local/Temp/WindowsLiveWriter-1899385580/supfiles108FA318/SampleDCCloneConfig4.png
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When you want to specify environment-specific configuration settings, do so before saving the file. 

Tip!  

In Windows Server 2012 you can mount a virtual hard disk when it’s not in use by a virtual 

machine by right-clicking it. This way, it’s possible to insert the DCCloneConfig.xml file in a later 

stadium. Right before you start up the target Domain Controller, for instance. 

 

5. Copy the virtual hard disk of the source Domain Controller and base the target Domain 

Controller on it 

Now, the source Domain Controller is fully checked, prepped and authorized. A Virtualization admin can 

now copy its virtual hard disk VHD and create a new Virtual Machine, with that virtual hard disk. 

Tip!  

The source Domain Controller does not need to be turned off for you to be able to make a copy 

of its virtual hard disk for the target Domain Controller, but is recommended. 

6. Start the target Domain Controller 

Now it’s time to feed the virtual machine its DCCloneConfig.xml file when using removable media and 

start it up. 

When successful, the target Domain Controller will boot up and display its progress in Domain Controller 

cloning. 
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7. Restore any (temporarily) removed functionality 

After the Domain Controller is done cloning, log on and restore any (temporarily) removed applications, 

agents, services and Service Accounts.  

Automating Domain Controller Cloning with PowerShell 
While using the Graphical User Interface (GUI) to prepare the source Domain Controller gives great 

control over the individual steps of the process, PowerShell can help to cover all the bases and get the 

process streamlined. 

Below is information on performing the steps that error out using PowerShell commands: 

1. Adding the source Domain Controller to the Cloneable Domain Controllers group 

To add the source Domain Controller to the Cloneable Domain Controllers group through PowerShell, 

use the following PowerShell one-liner: 

Add-ADGroupMember "Cloneable Domain Controllers" "cn=dc01,ou=Domain 

Controllers,dc=domain,dc=tld"  

      

2. Resolve Service Principal Name issues 

As stated above, you can run Get-ADServiceAccount on the source Domain Controller, to get the list 

of Service Principal Names in use. To remove the Service accounts automatically, use the following 

PowerShell one-liner: 

Get-ADServiceAccount –filter:"*" | Remove-ADServiceAccount  -confirm:$false  

    

3. Resolve problems with non-cloneable applications, agents and services 

You would typically run the Get-ADDCCloningExcludedApplicationList PowerShell Cmdlet to 

get a list of the programs and services blocking successful Domain Controller Cloning. The following 

PowerShell one-liner can be used to automatically create the CustomDCCloneAllowList.xml file in 

C:\Windows\NTDS: 

C:\PS>Get-ADDCCloningExcludedApplicationList -GenerateXml -Path 

C:\Windows\NTDS –Force  

    

4. Write the DCCloneConfig file 

At this stage, run the New-ADDCCloningConfigFile PowerShell Cmdlet. You do not need to specify 

any parameters if you don’t want to. When you don’t, this Cmdlet will create the cleanest of 

DCCloneConfig.xml files in the Active Directory database path. This specific DCCloneConfig.xml will use 

the following Domain Controller Cloning configuration: 

 The target Domain Controller will be assigned IP-addresses through DHCP  
 The target Domain Controller name will be automatically generated  
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 The target Domain Controller will show up in the same Active Directory site as the source 
Domain Controller  

If you want to specify a name, Active Directory site or IP addressing information take a look at the 

parameters you can specify for New-ADDCCloningConfig, like the -SiteName,  

-CloneComputerName and -Static -IPv4Address parameters. A sample PowerShell one-liner 

would look like: 

New-ADDCCloneConfigFile -CloneComputerName "DC02" -SiteName "ADSite01"  

-Static -IPv4Address "10.0.1.2" -IPv4SubnetMask "255.255.255.0"  

-IPv4DefaultGateway "10.0.1.1" -IPv4DNSResolver "10.0.0.2"     

 

Requirements 
To use the Domain Controller Cloning feature, you should take care of the following requirements: 

 At least one Windows Server 2012-based Domain Controller needs to be configured to host the 
Primary Domain Controller emulator (PDCe) Flexible Single Master Operations (FSMO) role. This 
change should be replicated to all Domain Controllers in affected Active Directory sites.  
 

 The source Domain Controller needs to be run on a VM-GenerationID-capable virtualization 
platform and the Integration Components / Tools need to be installed and running.  
 

 The source Domain Controller needs to run Windows Server 2012.  
 

 The source computer needs to be a member of the Cloneable Domain Controllers group or 
needs to be granted the DS-Clone-Domain-Controller extended right.  
 

 The source Domain Controller cannot be assigned Managed Service Accounts (MSAs), unless 
these accounts are group Managed Service Accounts (gMSAs).  
 

 Applications that are incompatible with cloning should be uninstalled or added to 
CustomDCCloneAllowList.xml.  
 

 The information specified in DcCloneConfig.xml should be unique. When a duplicate or invalid 
computer name is specified, when an IP address conflict is detected, when IP and DNS 
information is left out and there is no DHCP Server on the network, when only one WINS Server 
address is specified or when a typo is made in the Active Directory site name, the Domain 
Controller Cloning feature will halt.   

Note:  

You can only create replica Domain Controllers with Domain Controller cloning, not Read-only 

replica Domain Controllers. 

http://blogs.dirteam.com/blogs/sanderberkouwer/archive/2012/09/04/new-features-in-active-directory-domain-services-in-windows-server-2012-part-8-group-msas-gmsas.aspx
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Note:  

After you clone a Domain Controller the DCCloneConfig.xml file gets renamed (appended with the 

date), so the server won’t accidentally clone itself again.  

 

Related KnowledgeBase articles 
2742844 Domain controller cloning fails, server boots in DSRM     

2742908 After cloning domain controller, "no logon servers available"   

2742927 New-AdDcCloneConfig error "Index was out of range"    

2747974 Domain controller cloning event 2224 gives incorrect guidance    

2742959 Domain controller cloning error 8437    

2743278 Domain controller cloning error 0x80041005   

2742916 Domain controller cloning fails with error 8610    

2742970 DC cloning fails with no DSRM, duplicate source and clone computer   

2745013 New-AdDcCloneConfigFile error "the server is not operational"   

2742874 DC cloning does not recreate all service principal names   

2742836 Extra DHCP leases after cloning domain controllers   

2737880 DC configuration error "The service cannot be started"  

243330 Well-known security identifiers in Windows operating systems  

 

  

http://support.microsoft.com/kb/2742844
http://support.microsoft.com/kb/2742908
http://support.microsoft.com/kb/2742927
http://support.microsoft.com/kb/2747974
http://support.microsoft.com/kb/2742959
http://support.microsoft.com/kb/2743278
http://support.microsoft.com/kb/2742916
http://support.microsoft.com/kb/2742970
http://support.microsoft.com/kb/2745013
http://support.microsoft.com/kb/2742874
http://support.microsoft.com/kb/2742836
http://support.microsoft.com/kb/2737880
http://support.microsoft.com/kb/243330
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RID improvements 
Active Directory is a proven technology that has been around since Windows 2000 Server. Some Active 

Directory environments have been around since that time, while some others have even been around 

ever longer and started their lives as Windows NT 3.x or Windows NT 4.0 domains. With directory 

environments growing older, some limits of these environments come into sight. 

In Active Directory Domain Services and Active Directory Lightweight Domain Services (or Active 

Directory Application Mode, ADAM, as we knew it in earlier times) one of the typical limits older 

environments face is the maximum size of the RID Pool. 

About Relative Identifiers (RIDs) 

Relative Identifiers (RIDs) are used in Active Directory Domain Services and Active Directory Lightweight 

Domain Services to create objects within the namespace of the environment. Under the hood every 

object has a Security Identifier (SID), consisting of the SID Namespace of the domain and the Relative 

Identifier (RID): 

 

Tip!  

You can easily find the SID of a currently logged in user with the whoami.exe /user 

command. 

About RID Pools and RID Pool blocks 

Active Directory uses a multi-master model. Compared to NT4, you can write to the database on all 

Domain Controllers. This model requires certain roles to be unique. In Active Directory five roles, named 

the Flexible Single Master Operations (FSMO) roles are identified. FSMO roles are added to Domain 

Controllers.  

The RID Pool Master FSMO role is one of them. The scope of the RID Pool Master FSMO role is the 

domain. Domain Controllers communicate with the RID Pool Master to acquire a RID Pool block so they 

can accommodate object creation in the multi-master model. Since every object in Active Directory has 

an unique SID, consisting of the Domain SID Namespace and the Relative Identifier (RID) to the 

namespace, each object creation requires a RID. 

  

http://technet.microsoft.com/en-us/library/active-directory-maximum-limits-scalability(v=ws.10).aspx
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The RID Pool depletion challenge 

When an Active Directory environment runs out of Relative Identifies (RIDs) , a situation called RID Pool 

exhaustion or RID Pool depletion occurs. This is a serious problem, since no new objects can be created 

after the local RID Pool blocks of the Domain Controllers,  are used up. 

In an Active Directory domain, 230-1 (1,073,741,823 or roughly 1 billion) RIDs are available, resulting in a 

maximum of 2 billion objects, including users, computers, groups, domain trusts, fine-grained password 

policies and Managed Service Accounts (MSAs). 

To make things worse, a couple of scenarios have been identified, where RID Pool blocks and thus the 

RID Pool is used up fast. In these scenarios a RID is taken from a RID Pool block, but is not used to create 

an object. A prime example is user creation, where the user didn’t meet the policies set in the domain. 

An example of such a policy would be a password policy. Also, when a Domain Controller computer 

object was deleted and subsequently reanimated or restored, it would ask for a new RID Pool block 

every 30 seconds because of a missing rIDSetReference attribute and thus depleting the RID Pool in 

roughly 2 years... 

Analyzing remaining RIDs in an environment 

To analyze the state of an Active Directory environment, use the following command: 

dcdiag /test:ridmanager /v | find /i "Available RID Pool" 

The output will show you the used relative identifier compared to the maximum amount of available 

RIDs in the environment in the following format: 

* Available RID Pool for the Domain is 1601 to 1073741823 

    

The RID Reuse Pool 
Identified scenarios that lead to unusual fast RID Pool depletion have been fixed.  

In Windows Server 2012, when RID leaked when object creation fails occurs, the RID is placed in a RID 

Reuse pool, instead of being leaked. Upon subsequent object creation, a RID is taken from the RID Reuse 

pool (if any available) before a RID is requested from the RID Pool block. Rebooting a Domain Controller 

clears the RID Reuse Pool. 

Periodic RID Pool Consumption Warnings 
When an Active Directory environment reaches RID Pool depletion, warnings will appear in the System 

log of the Domain Controller holding the RID Pool Master FSMO role. These warnings start at 10% 

depletion and become more frequent as the RID Pool is further depleted. These consumption warnings 

are found in the form of warnings in the System Log of Domain Controllers with event-id 16658 and 

source Directory-Services-SAM. 
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RID Pool Artificial Ceiling Protection 
When the Domain Controller holding the RID Pool Master FSMO role has handed out RID Pool blocks 

corresponding to 90% of the RID Pool, it will stop handing out RIDs and RID Pool blocks. Additionally, at 

that moment, event-id 16657 with source Directory-Services-SAM is logged. This results in a soft ceiling 

to prevent full RID Pool depletion. This helps Active Directory admins to avoid further problems, since 

they will still be able to commission more Windows Server 2012-based Domain Controllers to get rid of 

Domain Controllers on older versions of Windows Server and/or to create trusts to migrate objects with 

the Active Directory Migration Tool (ADMT). 

Tip!  

This is a crucial moment in the life of the Active Directory environment and should trigger a 

meeting with all Active Directory admins and their managers to decide on the course to follow 

to keep the Active Directory healthy for a long time. This might be the moment to collapse or 

expand to that multi-resource forest environment or to migrate to a new Active Directory 

domain. 

Domain Admins can override the ceiling by setting the msDS-RIDPoolAllocationEnabled attribute on the 

RID Manager$ object in the System container of the domain to true. Perform the following steps to 

achieve this: 

1. Run LDP.exe 
2. Click the Connection menu and click Connect for the Windows Server 2012-based Domain 

Controller holding the RID Pool Master FSMO role. Use the default port 389. When connected, 
go back to the Connection menu and click Bind. Bind as a domain administrator. 

3. Click the View menu and click Tree, then for the Base DN select the domain naming context 
from the drop-down list. Click Ok 

4. In the navigation pane, drill down into the CN=System container and click the CN=RID 
Manager$ object. Right click it and click Modify 

5. In Edit Entry Attribute, type:  
      
     MsDS-RidPoolAllocationEnabled  
      

6. In Values, type (in upper case):  
      
     TRUE  
      

7. Select Replace in Operation and click Enter. This updates the Entry List. 
8. Enable the Synchronous option, then click Run. 
9. If successful, the LDP output window shows: 

***Call Modify...  

ldap_modify_ext_s(ld, 'CN=RID Manager$,CN=System,DC=domain,DC=tld',[1] attrs, 

SvrCtrls, ClntCtrls);  

Modified "CN=RID Manager$,CN=System,DC=<domain>". 
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Upper bound for RID Pool Block Sizes 
As you might know, by default, a RID Pool block consists of 500 RIDs. In previous versions of Windows 

Server, the RID Pool block size could be configured by editing the registry on each Domain Controller. 

The RID Block Size (REG_DWORD) registry value located in 

HKLM\System\CurrentControlSet\Services\NTDS\RID Values could be used to that purpose.  

in Windows Server 2012, the maximum permissible admin-configured RID block size is 15,000. This 

means that the RID Pool block size now has a maximum of 15,000 RIDs, independent of the value 

entered in the registry.  

If a value greater than 15,000 is entered, it will use a RID Pool block size of 15,000. Additionally error 

16653 with source Directory-Services-SAM will be logged at every boot to inform only RID Pool blocks of 

15,000 RIDs are requested from the Domain Controller holding the RID Pool Master FSMO role. 

 

Double the RID Pool 
In Windows Server 2012, the 31st bit of the RID Pool can be enabled, enabling organizations to create a 

billion more objects, in addition to the original billion RIDs. By unlocking the 231 bit increases the RID 

Pool to 2,147,483,647.  

Unlocking the 31st bit of the RID Pool can be achieved by setting sidCompatibilityVersion to 1 using a 

RootDSE Modification: 

1. Run LDP.exe 
2. Click the Connection menu and click Connect for the Windows Server 2012-based Domain 

Controller holding the RID Pool Master FSMO role. Use the default port 389. When connected, 
go back to the Connection menu and click Bind. Bind as a domain administrator. 

3. Click the Browse menu and click Modify 
4. Ensure that DN is blank 
5. In Edit Entry Attribute, type:  

      
     SidCompatibilityVersion  
      

6. In Values, type:  
      
     1  
      

7. Ensure that Add is selected in Operation and click Enter. This updates the Entry List 
8. Select the Synchronous option, then click Run. 

      

http://support.microsoft.com/kb/316201
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9. If successful, the LDP output window shows:  
      
     ***Call Modify...  
     ldap_modify_ext_s(Id, '(null)',[1] attrs);  
     modified "".  
      

10. When successful, Information event 16655 from source Directory-Services-SAM will be logged 
once in the System log of the Domain Controller. 
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Requirements 
For lifting the RID Pool Artificial Ceiling Protection, the Domain Controller holding the RID Pool Master 

FSMO Role should be running Windows Server 2012.  

Tip!  

Since, for Domain Controller Cloning you might have already migrated the Domain Controller 

holding the PDC Emulator FSMO Role to Windows Server 2012 and KnowledgeBase article 

223346 recommends to place the PDCe and RID Pool Master FSMO roles on the same server, 

this might not be such a harsh requirement.  

When you want to enable the 31st bit of the RID Pool to effectively double the available RIDs, all Domain 

Controllers should be running Windows Server 2012. Domain Controllers running previous versions of 

Windows Server should be upgraded. 

All the other features are local features to Windows Server 2012 and should be available per Domain 

Controller when you promote them. 

Related KnowledgeBase articles 
Description of RID Attributes in Active Directory    

"Domain controller has failed to obtain a new identifier pool" error event         

FSMO placement and optimization on Active Directory domain controllers   

 

  

http://support.microsoft.com/kb/223346/en-us
http://support.microsoft.com/kb/223346/en-us
http://support.microsoft.com/kb/305475
http://support.microsoft.com/kb/316201
http://support.microsoft.com/kb/223346/en-us
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Deferred Index Creation 
As already mentioned in the previous chapter on RID Improvements, Active Directory environments are 

sometimes cathedrals of Microsoft technology; they’re big, they’re old and a lot of effort has been put 

into them to get them into the shape they’re in today.  

In these environments, changes in the indexability of objects and their attributes may sometimes have a 

big effect on the availability of Domain Controllers to serve clients and replicate changes. In these 

environments, index creation (almost) results in a Denial of Service (DoS) of Active Directory, when all 

Domain Controllers are semi-simultaneously busy (re)creating indices in the database. And isn’t that 

ironic? These indices were built into Active Directory to speed up the performance in the first place. 

So, when do changes in indexability of objects and attributes occur? Basically, three scenarios exist 

where Domain Controllers will (re)build indices: 

 When a Domain Controller is shut down inappropriately, when a Domain Controller is restored 
from an improper backup or when a Domain Controller has been converted to a virtual machine 
without bringing it offline. 
   

 When an Active Directory admin makes a change in the schema to make an attribute indexable.  
 

 When an Active Directory admin performs a schema update, for instance to accommodate 
Domain Controllers running newer versions of Windows Server, or to introduce Exchange Server 
or Lync Server in the current environment. 

  

In the latter two scenarios, Windows Server 2012 helps out. 

On Domain Controllers running Windows Server 2012, index creation can be deferred to a time when 

it’s more convenient. The feature is called Deferred Index Creation. 

DSHeuristic 

The way the Active Directory team has built this into Windows Server 2012 is by using a bit in the 

DSHeuristic attribute in the Directory Services object.  

Enabling Deferred Index Creation 
Deferred Index Creation can be enabled by changing the 18th bit from 0 to 1. Here’s how: 

1. Run ldp.exe.  
2. Click the Connection menu and click Connect. Use the default port 389. When connected, go 

back to the Connection menu and click Bind... Bind as an enterprise administrator. 
3. Click the View menu and click Tree, then for the Base DN select the domain naming context 

from the drop-down list. Click Ok. 
4. In the navigation pane, drill down into the CN=Configuration container, then CN=Services, 

CN=Windows NT and there click the CN=Directory Services object.  
5. Double-click the CN=Directory Services object.  

http://blogs.dirteam.com/blogs/sanderberkouwer/archive/2009/10/27/active-directory-in-hyper-v-environments-part-6.aspx
http://blogs.dirteam.com/blogs/sanderberkouwer/archive/2009/10/27/active-directory-in-hyper-v-environments-part-6.aspx
http://technet.microsoft.com/en-us/library/aa995762(v=exchg.65).aspx
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6. Check the object attribute listing on the right side to determine whether the dsHeuristics 
attribute is already set. If it is set, copy the existing value to the clipboard.  

7. Right-click the Directory Service objects on the left side, and then click Modify.  
8. As the attribute name, type dsHeuristics.  
9. As a value, type 000000000100000001. Replace the zeros in the first part of the value with what 

you may already have in dsHeuristics. Make sure that you have the correct count of digits up to 
the "1"; To enable Deferred Index Creation the 18th bit needs to be set.  
 
     Note:  
     To verify that the correct characters are being modified, every tenth character  
     must be set to the number of characters up to that point divided by ten;  
     The tenth character must be 1, the twentieth character must be 2, the  
     thirtieth character must be 3, and so on.  
      

10. If the attribute already existed, click Replace in the Operation box. Otherwise, click Add.  
11. Press ENTER on the right to the Operation group to add it to the LDAP transaction.  
12. Click Run to apply the change to the object:  

      

      
      

13. When successful, the output will be:  
       
     ***Call Modify...  
     ldap_modify_s(ld, 'CN=Directory Service,CN=Windows NT,CN=Services,  
     CN=Configuration,DC=domain,DC=local',[1] attrs);  
     Modified "CN=Directory Service,CN=Windows NT,CN=Services,  
     CN=Configuration,DC=domain,DC=local".  
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After this change is replicated to all Domain Controllers, they will defer Index Creation by default. This 

will result in the following behavior: 

 Windows Server 2012-based Domain Controllers will defer building indices until they receive the 
UpdateSchemaNow rootDSE mod. . This triggers the rebuilding of the schema cache. 
  

 Windows Server 2012-based Domain Controllers will defer building indices until they are 
rebooted.  This requires that the schema cache be rebuilt and, in turn, the deferred indices. 
  

In addition, any attribute that is in a deferred index state will be logged in the event Log every 24 hours 

on each of the Domain Controllers with Deferred Index Creation enabled. The following event-ids are 

used: 

 event-id 2944: index deferred – logged once 
 event-id 2945: index still pending – logged every 24 hours  

      

Performing a UpdateSchemaNow rootDSE mod 

Having Deferred Index Creation enabled allows for greater control over which Domain Controller will 

build indices at what moment in time. However, rebooting Domain Controllers as a means seams worse 

than the initial problem, since without Deferred Index Creation, Domain Controllers would be 

unavailable, but wouldn’t need to be rebooted.  

With Deferred Index Creation enabled, Domain Controllers don’t need to be rebooted, although in some 

scenarios it might be the easiest way. For instance when Schema Updates are part of a service window 

that also includes applying Windows Updates and thus rebooting servers. 

Domain Controllers with Deferred Index Creation enabled can be set to build the indices with the 

UpdateSchemaNow rootDSE mod. Perform the following steps to do so: 

1. Run adsiedit.msc.  
2. Right-click the ADSI Edit text in the top of the left most pane and select Connect to... from the 

context menu. 
3. Leave the Default Naming Context as name, but select the Select a well-known Naming 

Context: option and change it to RootDSE from the pull down list. 
4. Right-click the RootDSE and choose Update Schema Now from the context menu:  
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When the Domain Controller has built the index event-id 1137 is logged in the event log. It will indicate 

the index has been created. But you might already be familiar with this event-id, since it’s not a new 

event-id.  

 

Related Posts on the DirTeam.com / ActiveDir.org Weblogs 
Active Directory in Hyper-V environments, Part 6 

Related KnowledgeBase articles 
307323 AD replication delayed when indexed attributes rebuilt during schema upgrade     

307219 Replication Stops After Active Directory Schema Update      

http://blogs.dirteam.com/blogs/sanderberkouwer/archive/2009/10/27/active-directory-in-hyper-v-environments-part-6.aspx
http://support.microsoft.com/kb/307323
http://support.microsoft.com/kb/307219


71 
 

Active Directory-based Activation 
Windows Genuine Advantage and Windows Activation have been hunting admins trying to make their 

legally purchased volume licenses seamlessly work for them for years.  

About volume activation 
While Windows XP volume activation was straightforward, Microsoft felt its volume license product keys 

were misused in less legal situations; According to the Volume Activation 2.0 FAQ available here, 

"Volume License keys represent the majority of keys involved in Windows piracy". Back then, Windows 

XP volume license keys did not require activation by Microsoft-owned servers.  

With Windows Vista, Microsoft introduced Volume Activation 2.0. Within this program, Microsoft made 

every customer either check every product key with Microsoft’s hosted activation services (Multiple 

Activation Keys) or make a KMS host report on product key usage for an entire organization.  

About KMS 

Key Management Services (KMS) is an on-premises server-client model for volume activation. KMS 

clients use DNS to find KMS hosts and communicate with them using TCP port 1688 (by default). The 

choice of KMS host Operating System and the (in)availability of KMS host Windows Updates determines 

the Windows, Windows Server and/or Office activation possibilities. 

In some environments end users were faced with warnings of unlicensed software usage due to 

inactivity (a KMS client needs to connect to the KMS every 180 days). In other environments the initial 

activation count to use KMS was not reached or hosts in perimeter networks (DMZs) and/or isolated 

networks were not allowed to contact the KMS host(s). In both these environments admins had to 

resort to using MAKs. 

About MAK 

Multiple Activation Keys (MAKs) are used for one-time activations with Microsoft. Each Multiple 

Activation Key an admin can punch in has a predetermined number of allowed activations. This number 

is based on the volume licensing agreement. Each activation using a MAK with Microsoft’s hosted 

activation service counts towards the activation limit.  

There are two ways to activate computers using MAK: MAK Independent and MAK Proxy activation. 

MAK Independent activation requires that each computer independently connect and activate with 

Microsoft, either over the Internet or by telephone. MAK Proxy activation enables a centralized 

activation request on behalf of multiple computers with one connection to Microsoft. MAK Proxies are 

useful for environments that do not maintain a (transparent) connection to the Internet. MAK Proxy 

activation is configured using the Volume Activation Management Tool (VAMT).  

About VAMT 

The Volume Activation Management Tool (VAMT) is a free tool that admins can download and use to 

centrally alter the volume activation method and product key for clients. 

        

http://www.microsoft.com/en-us/download/details.aspx?id=10249
http://www.microsoft.com/en-us/download/details.aspx?id=11936
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Windows Server 2012 introduces the concept of Active Directory-based Activation. 

Automatic activation with domain membership 

In environments with Active Directory-based Activation configured, when you join a Windows computer 

to an Active Directory domain, the Windows and/or Office installations on that computer will 

automatically activate. Activation is valid for 180 days. During this time the client should communicate 

with a Domain Controller at least once to renew the activation period.  

When you remove a computer from the domain, the Windows and/or Office installations immediately 

get deactivated. (even before the reboot) 

No activation threshold 

Where KMS requires 25 (physical) Windows installations or 5 Windows Server installations to begin 

centrally activating, Active Directory-based Activation does not have a minimum amount of clients or 

servers to activate. 

No host maintenance needed anymore 

Although KMS is the preferred volume activation method in environments with more than 25 (physical) 

clients or five servers, one of the downsides of KMS is the necessity for a KMS host. While the KMS host 

can coexist with any other Server Role, it adds extra management tasks.  

With Active Directory-based Activation no single physical computer is required to act as the activation 

object, because the activation information is stored in the ms-SPP-Activation object in Active Directory. 

Automatic high availability and failover 

Since Active Directory-based Activation uses Active Directory Domain Controllers for client-server 

activation communications, each (R/W) Domain Controller is an available activation host. As an admin 

you no longer need to manually configure secondary KMS Host DNS records (only the first KMS Host 

registers the DNS records). 

No more dedicated KMS Port 

Where KMS used TCP port 1688 (by default) for client-server communication, Active Directory-based 

Activation uses commonly used Active Directory client-server communication ports. Ports you may 

already have configured in the firewalls on clients, servers and between Active Directory sites. 

Works together with KMS 

Environments with Active Directory-based Activation are not limited to using only Active Directory-

based Activation to activate Windows, Windows Server and/or Office installations. On the same 

network, also KMS can still be used. This is useful to activate previous versions of Windows, Windows 

Server and/or Office that do not support Active Directory-based Activation.  

Windows 8 and Windows Server 2012 installations will first try to activate through Active Directory-

based Activation (act-type 1). When unsuccessful, these installations will try to activate through Key 

Management Services (act-type 2) and when unsuccessful again will try token-based activation (act-type 

3) 
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Enabling AD-based Activation 

Installing AD-based Activation 

Installing Active Directory-based Activation requires installing the Volume Activation Services Server 

role. This can be done in two ways: 

Using Server Manager 

To install the Volume Activation Services role using Server Manager perform the following steps: 

1. In Server Manager click on Manage in the top right.  
      

2. Click Add Roles and Features.  
      

 
      

3. Select Role-based or Feature-based installation in the Select installation type screen.  
Click Next >.  
      

4. Select a server to install the Volume Activation Services on from the server pool in the Select 
destination server screen. Click Next >.  
       



74 
 

 
      

5. In the Select server roles screen, select Volume Activation Services.  
      

 
      

6. A pop-up appears with a selection of features that are required to manage the Windows 
Activation Services role. Click Add Features.  
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7. In the Select server roles screen click Next >.  
      

8. In the Select features screen click Next >.  
      

 
      

9. Read the notes in the Volume Activation Services screen and click Next > when done.  
      

10. On the Confirm installation selections page, confirm that the information is correct, then click 
Install.  
    

Using PowerShell 

To install the Volume Activation Services, run the following PowerShell one-liner: 

Install-WindowsFeature VolumeActivation –IncludeManagementTools  
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Configuring AD-based Activation 
To configure Volume Activation Services, log on as an enterprise admin to the server on which you 

installed the Volume Activation Services Role. Then perform the following steps: 

1. Open Server Manager.  
      

2. Click on Tools in the upper right corner and then click Volume Activation Tools.  
      

 
      

3. In the Introduction to Volume Activation Services screen, click Next >.  
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4. In the Select Volume Activation Method screen, select Active Directory-based Activation.  
Click Next >.  
      

 
      

5. Enter the KMS Host product key in the Manage Activation Objects screen. Optionally, specify a 
name for the Active Directory activation object. Click Next > when done.   
       

 
      

6. Choose to activate the key online or by phone in the Activate Product screen, and then click 
Commit.  
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7. A pop-up appears, mentioning an Active Directory-based Activation object will be created.  
Click Yes.  
            

 
      

8. In the Activation Succeeded screen click Close.  

This will create an activation object underneath CN=Activation Objects,CN=Microsoft 

SPP,CN=Services,CN=Configuration,DC=domain,DC=tld as shown below using ldp.exe.  
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After replication of the object and its attributes, Windows client installation, Office installations and 

Windows servers installations, covered by the KMS Host product key and configured with their 

corresponding setup keys, will activate automatically. 

Tip!  

Volume License (VL) downloads for Windows and Windows Server are automatically configured 

with their corresponding setup keys and thus require no changes for automatic activation by 

KMS or Active Directory-based Activation. 

  

http://technet.microsoft.com/en-us/library/jj612867.aspx
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Reporting on activated licenses 
To report on activated licenses and thus present proof of license compliance, Volume Activation 

Management Tool (VAMT) version 3 can be used. 

Note:  

VAMT 3.0 can only be installed on Windows 7, Windows 8, Windows Server 2008 R2 and 

Windows Server 2012 installations. PowerShell 3.0 is an additional requirement.  

   

Installing VAMT 3 
To install Volume Activation Management Tool (VAMT) 3.0, begin by downloading the Windows 

Assessment and Deployment Kit (ADK) for Windows 8. When this 700KB download finishes, run it: 

1. In the Specify Location screen, click Next.  
       

2. Make the choice to participate or not in the Join the Customer Experience Improvement 
Program (CEIP) screen and click Next.  
      

3. Click on the Accept button in the License Agreement screen.  
      

 
      

4. Select to install the Volume Activation Management Tool (VAMT) and Microsoft SQL Server 
2012 Express in the Select the features you want to install screen.   
            
      
 

http://www.microsoft.com/en-us/download/details.aspx?id=30652
http://www.microsoft.com/en-us/download/details.aspx?id=30652


81 
 

     Tip!  
     Existing SQL installations can be used by the Volume Activation Management  
     Tool. When your environment already features a SQL Server and you want to  
     use this installation to host the VAMT database, you don’t have to select the  
     Microsoft SQL Server 2012 Express option. (In this case specify the  
     hostname of the SQL Server during step 2 of configuring VAMT 3.)  
      
Click Install when done.  
  

5. The selected features will now be installed. After installation the Welcome to the Assessment 
and Deployment Kit! screen will appear. Click Close.  
   

Configuring clients for reporting 
By default, the Volume Activation Management Tool (VAMT) will not be able to communicate with 

activation clients. It uses WMI. By default, this type of traffic is blocked by the Windows Firewall. To 

enable it, follow these steps: 

1. Log on to a Domain Controller, or a management workstation with the Remote Server 
Administration Tools (RSAT) installed, with sufficient permissions to create and/or modify group 
policies.  
    

2. Start the Group Policy Management Console (GPMC) by either typing its name in the Start 
Menu or Start Screen, or by running gpmc.msc.  
    

3. Either create a new Group Policy object and target it at the hosts you want to report on, or 
select an existing Group Policy object that already targets them. Right-click the Group Policy 
object and select Edit… from the context menu. This will launch the Group Policy Editor.  
     

4. Navigate to Computer Configuration, Policies, Windows Settings, Security Settings and then 
expand the Windows Firewall with Advanced Security node twice.  
      

5. Right-click Inbound Rules and select New Rule… from the context menu.  
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6. In the Rule Type screen, select Predefined as the rule type and select Windows Management 
Instrumentation (WMI) from the pull-down list. Click Next >.  
      

7. In the Predefined Rules screen, select only the rule ending on (WMI-in) and click Next > to 
enable the three predefined WMI rules.  
     

8. In the Action screen, select Allow the connection and click Finish.   
     

9. Now the rule will be present in the Inbound Rules node of Windows Firewall with Advanced 
Security. Modify the rule when you want these rules only to apply when the machine with 
VAMT on it connects, or when you only want this rule to apply to particular profiles (domain, 
private and/or public)  
    

10. Close the Group Policy Editor when done. 

Wait for the Group Policy Background Refresh Interval to update the Group Policies on each of the 

targeted domain members (by default this may take up to 90 minutes) or use the central Group Policy 

Update… command to trigger updating of Group Policy objects by right-clicking the targeted 

Organizational Units (OUs) and selecting this option from the context menu.  
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Configuring VAMT 3 
With the Volume Activation Management Tool (VAMT) installed, it’s time to start it up for the first time 

and configure its basic settings: 

1. Start the Volume Activation Management Tool by pressing Start and typing VAMT. Then, click 
the shortcut to the Volume Activation Management Tool in the results pane.  
       

 
      

2. Since this is the first time the Volume Activation Management Tool (VAMT) is started it displays 
the Database Connection Settings screen. Specify database settings and then click Connect. If 
unsure what to specify as settings, simply specify .\ADK as Server:, <Create new database> as 
Database: and give the new database a meaningful name. In the example above I named the 
database VAMT30. 
     

3. In the left pane of the Volume Activation Management Tool interface, right-click Products and 
select Discover products… from the context menu.  
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4. In the Discover Products screen, Search for computers in Active Directory is selected by 
default.  
     
     Tip!  
     The Volume Activation Management Tool does not offer an option to filter on  
     Organizational Units. To make the computer name filter in the Volume Activation  
     Management Tool work, implement a useful naming convention.  
      
Click Search when done.  
      

5. When discovery completes, the Volume Activation Management Tool will display the number of 
machines it found. Click OK.  
      

6. Select Products in the left pane of the Volume Activation Management Tool interface. In the list 
of products in the middle of the screen (multi)select the products you want to see the license 
status of. Right-click the selection and select Update license status and Current credential from 
the context menu.  
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7. Click Close when done.  
    

8. In the Volume Activation Management Tool interface, now click the root node in the left pane. 
In the middle pane a license summary is shown:  
     

    
You can drill down in this summary.  
      
Exporting the summary is available in the right action pane. In the Volume Licensing Reports 
folder in the left pane, more advanced reports are available.      
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Requirements 
To use Active Directory-based Activation the following requirements need to be met: 

 Active Directory-based Activation requires the Windows Server 2012 schema extensions. This 
means adprep.exe needs to have been run.  
      

 Active Directory-based Activation requires a domain-joined Windows 8-based management 
workstation with the Windows Volume Activation Remote Server Administration Tools (RSAT) 
installed, or a domain-joined Windows Server 2012-based management server.  
   

o When volume license reporting is needed, the management workstation/server needs 
to be installed with the Volume Activation Management Tool (VAMT) version 3.0 
installed. VAMT should be run with credentials that have administrative permissions to 
the Active Directory domain and the KMS host Key should be added to VAMT in the 
Product Keys node.  
    

o When proxy activation is needed for isolated environments, the management 
workstation/server needs to be installed with the Volume Activation Management Tool 
(VAMT) version 3.0 installed. VAMT 3.0 is part of the Windows Assessment and 
Deployment Kit (ADK) for Windows 8. The management workstation/server will be the 
only machine that will need an Internet connection. Click here for instructions on setting 
up Proxy Activation for Active Directory-based activation.  
      
     Note:  
     VAMT 3.0 can be installed on Windows 7, Windows 8, Windows Server  
     2008 R2 and Windows Server 2012, but requires PowerShell 3.0 and a  
     connection to a SQL Server (Express) database.  
       

 Active Directory-based Activation will not work for operating systems earlier than Windows 
Server 2012 or Windows 8. It also will not work with Microsoft Office versions, earlier than 
Microsoft Office 2013. Use KMS volume activation to activate Windows clients and applications 
that do not support Active Directory-based Activation.  
     

 Supported clients will only communicate to (R/W) Domain Controllers. Activation through Read-
only Domain Controllers is not possible. Make sure sufficient (R/W) Domain Controllers are 
available to clients in remote locations.   
   

Related downloads 
Volume Activation Management Tool (VAMT) 2.0     

Windows Assessment and Deployment Kit (ADK) for Windows 8 

  

http://www.microsoft.com/en-us/download/details.aspx?id=30652
http://www.microsoft.com/en-us/download/details.aspx?id=30652
http://technet.microsoft.com/nl-NL/library/hh824943.aspx
http://technet.microsoft.com/nl-NL/library/hh824943.aspx
http://www.microsoft.com/en-us/download/details.aspx?id=11936
http://www.microsoft.com/en-us/download/details.aspx?id=30652
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LDAP Enhancements 
With all the fancy features in Active Directory, I almost tend to forget it was originally an x.500 directory 

services, offering LDAP connectivity. Although today this is less evident, LDAP is intensively used under 

the hood for directory connectivity. Alongside the older RPC-based protocols it is used for over 90% of 

the communication to the Active Directory database. (Notable exceptions are password resets)  

Below is an architectural view of Active Directory client/server communication, showing LDAP as the 

linking pin: 

 

      

Microsoft has enhanced the LDAP implementation in Active Directory Domain Services for Windows 

Server 2012. 
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Enhanced LDAP Logging 
Logging is useful for troubleshooting. Active Directory admins can enable logging on Active Directory in 

the registry through Active Directory Diagnostic Event Logging. This is strong stuff, but it is also exactly 

what you’re craving for in these kinds of situations. 

As Microsoft KnowledgeBase article 314980 explains, you can turn on any of the Active Directory 

Diagnostic Logging categories, available in the registry in the following location: 

HKLM\SYSTEM\CurrentControlSet\Services\NTDS\Diagnostics 

Specifically, Microsoft has worked to enhance the LDAP logging of level 5 of the 16 LDAP Interface 

Events registry DWORD value.  

Enabling LDAP logging 

To enable LDAP logging, perform the following steps: 

1. Start the Registry Editor by running regedit.exe.  
2. Locate and click the following registry key:  

      
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\NTDS\Diagnostics  
      

3. In the right pane of the Registry Editor, double-click the 16 LDAP Interface Events.  
      

 
      

4. Type 5 as the logging level in the Value data box, and then click OK.  
5. Close the Registry Editor  

This will record all events, including debug strings and configuration changes to the Directory Services 

log of Event Viewer. 

  

http://support.microsoft.com/kb/314980/en-us
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Enhancements 

Many admins have given Microsoft precise feedback on scenarios where LDAP logging was getting them 

nowhere, since they were unable to isolate and/or diagnose root causes of many behaviors/failures with 

the existing logging capabilities. 

In Windows Server 2012, Active Directory Diagnostic Event Logging has been enhanced with additional 

logging that logs entry and exit stats for a given API. The entries themselves now log the operation 

name, the SID of the caller’s context, the client IP, entry tick and client ID.  

  

New LDAP Controls 
The LDAP standard was designed with extensibility in mind. The standard allows the behavior of any 

operation to be modified through the use of controls. In addition to the repertoire of predefined 

operations, such as "search" and "modify," the LDAP v3 defines an extended operation. The pair of 

extended operation request/response is called an extension.  

Microsoft has introduced seven new controls in LDAP for Active Directory Domain Services in Windows 

Server 2012: 

Batched extended-LDAP operations (1.2.840.113556.1.4.2212) 

This new LDAP Control modifies the default behavior to treat all operations within a given batch as a 

single transaction. When using this control, all operations in the batch will fail or all will succeed. This 

new control is particularly useful for programmatic schema extensions since the entire list of updates 

could be treated as a batch. 

Require server-sorted search use index on sort attribute (1.2.840.113556.1.4.2207) 

This LDAP control eliminates the need for tempTable when performing sorted search, thereby increasing 

scale possibilities. It is particularly good for large result sets because, in the past, sorted searches would 

have simply failed. 

DirSync_EX_Control (1.2.840.113556.1.4.2090) 

This LDAP control alters the traditional DirSync behavior and forces the return of specified unchanged 

attributes. 

TreeDelete control with batch size (1.2.840.113556.1.4.2204) 

In Windows Server 2008 R2 and earlier, the LDAP batch size is hard-coded with a limit of 16K. This new 

LDAP control, exposes a mechanism to lower this hard-coded default allowing the delete operation to 

declare its own batch size. This ensures deletions do not slow convergence beyond system tolerance. 

Include ties in server-sorted search results (1.2.840.113556.1.4.2210) 

This LDAP Control, also referred to as the “soft size limit”, returns additional data on ties when 

performing sorted searches. Within the context of a sorted search, two objects are considered “tied” if 

their attribute values for the sorted attribute are the same, i.e. the objects are tied by virtue of the 

common value in the sort attribute (same place in the index).  
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Using this LDAP control admins can page between sorted search results with large results sets, with a 

soft size limit, to limit the page-size and ensuring requests are distributed across Domain Controllers, 

instead of being targeted at one single Domain Controller, because it is the only Domain Controller that 

knows where pages begin and end. 

Return highest change stamp applied as part of an update (1.2.840.113556.1.4.2205) 

This LDAP control is similar to searchStats control in that when checked in, it causes the result to contain 

additional data. This data is the invocationID and highest USN allocated during the transaction (in BER 

encoded format). 

This LDAP control is useful for programmatically determining convergence between any two instances, 

immediately following an update. 

Expected entry count (1.2.840.113556.1.4.2211) 

This LDAP control requires a minimum and maximum value. This control is useful for uniqueness, in-use 

and/or absence checking. Of course, this new LDAP Control is very powerful when combined with the 

new Batched extended-LDAP operations LDAP Control. 
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DNTs Exposed 
Previously in this e-book I covered the challenges surrounding RID Depletion in Active Directory. This 

time around, let’s talk about DNTs. 

About DNTs 

Distinguished Name Tags (DNTs) are integer columns, maintained by the Extensible Storage Engine (ESE) 

within the Active Directory Database (ntds.dit). Domain Controllers use DNTs when they create objects, 

either locally or through replication. Each Domain Controller creates and maintains its own unique DNTs 

within its database when it creates objects. DNTs don’t get re-used. DNTs are not shared or replicated 

between Domain Controllers. Instead, what gets replicated are the computed values known by Domain 

Controllers, such as SIDS, GUIDs and DNs. 

The DNT Challenge 

In its lifetime a Domain Controller is limited to creating a maximum of approximately 2 billion DNTs over 

its lifespan. To be exact, a maximum of 231-255 DNTs can be created. This amounts to 2,147,483,393 

DNTs. Since DNTs don’t get re-used, re-claimed  or re-serialized, a Domain Controller faces its end when 

it reaches this limit. Since Windows Server 2012, this limit is suddenly in sight, since the maximum 

amount of RIDs can now also grow to this limit. 

When a Domain Controller hits the limit of maximum DNTs, the Domain Controller needs to be demoted 

and re-promoted “over the wire”.   

Note:  

Domain Controllers that are installed with the Install from Media (IfM) option inherit the DNT 

values from the domain controller that was used to create the IFM backup. 

Note:  

Domain Controller Cloning under the hood uses Install from Media (IfM) 

  

To expand the DNT Challenge, it is hard in Windows Server to see the amount of DNTs created. IT’s do-

able, but it requires dumping the database or programmatically interrogate the database. These options 

are time consuming and impact performance and disk space. 

In Windows Server 2012, Active Directory admins can more easily see the amount of DNTs created and 

identify Domain Controllers facing the DNT exhaustion. 

  

http://www.frickelsoft.net/blog/?p=281
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Investigating used DNTs 
In Windows Server 2012, you can investigate the amount of DNTs created through the built-in 

Performance Monitor. Follow these steps: 

1. Open Performance Monitor by running perfmon.exe.  
    

2. In the left pane expand Data Collector Sets.  
      

3. Right-click User Defined and select New… and Data Collector Set from the context menu.  
    

4. Give the data collector set a useful name and then select Create manually (Advanced) before 
clicking Next.  
      

5. Select to Create data logs and also select Performance counter. Click Next.  
    

6. Press the Add… button.  
  

7. In the left pane select NTDS and then select only the Approximate Highest DNT. Then click Add 
>> and OK.  
     
     Tip!  
     By default the <localhost> is selected in Performance Monitor. Of course, you  
     could use one Data Collector Set to get the amounts of DNTs created on all  
     Domain Controllers in the environment.  
    

8. Select an interval (for instance: every 24 hours) and click Finish.  
    

9. In the left pane of Performance Monitor, right-click your newly created Data Collector Set and 
choose Start from the context menu.  
     

10. Now, every time you want to know the amount of DNTs created on the Domain Controller, open 
Performance Monitor, in the left pane expand Reports, then expand User Defined and click on 
the name of the Data Collector Set. In the right pane, now select a report to view.  
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Offline Domain Join Improvements 
With Windows 7 and Windows Server 2008 R2 Microsoft introduced a new Active Directory feature 

called Offline Domain Join (ODJ). This feature allows for clients to be joined to an Active Directory 

domain, without the need for a direct networking connection to any of the Domain Controllers for the 

Active Directory domain. 

Scenarios 

Offline Domain Joins are useful when you want to join a computer to an Active Directory infrastructure 

without the need for direct communication between the client and a Domain Controller. These include: 

 Deploying vast amounts of computers, without straining Domain Controllers in terms of 
bandwidth and processing, which might affect existing domain-joined computers. Also, in this 
scenario Offline Domain Join saves time.  
 

 Deploying domain-joined computers to a branch office site where only Read-only Domain 
Controllers reside. (Read-only Domain Controllers are not suitable for clients joining the domain)  
 

 Deploying domain-joined computers to users in remote locations (like homes) that from time to 
time require access to resources in an Active Directory environment and may not have a high 
enough quality connection to the Domain Controllers.  
 

Although Offline Domain Join can be used to join computers to a domain without a direct networking 

connection to an Active Directory infrastructure, at one point a domain-joined computer needs to 

connect to a Domain Controller on a regular basis to stay a part of the Active Directory infrastructure. 

(unless you want to spend the rest of the lifetime of the domain-joined computer feeding it offline 

domain join information…) 

Offline Domain Join has been extended by allowing the blob to accommodate Direct Access 

prerequisites: 

 Root Certificates 
 Certificates  
 Group Policies  

This means the number of scenarios increase. One of the main scenarios that now gets included is 

deploying domain-joined computers to DirectAccess users. The clients now have everything they need 

to successfully connect to the DirectAccess server(s). 

Note:  

A Graphical User Interface to perform Offline Domain Joins is not part of the improvements to 

Offline Domain Join in Windows Server 2012.       

  



94 
 

Performing Offline Domain Joins 
Let’s look at the individual steps of the process: 

Step 1 

To kick off the Offline Domain Join an administrator would logon to the Windows Server 2012-based 

Domain Controller. When logged on with an account with sufficient permission and quota to create 

Computer Accounts, the administrator would provision the client on the Domain Controller itself with 

the following command: 

djoin.exe /PROVISION /DOMAIN DomainName /MACHINE MachineName /SAVEFILE 

FileLocation 

Here’s an example: 

djoin.exe /PROVISION /DOMAIN domain.local /MACHINE Win8-2  

/SAVEFILE C:\ODJBlobs\Win8-2.b64 

Now, In situations where you’d want to include Root Certificates, Certificates or Group Policies in the 

blob, extend the command above with the following extra switches: 

 

Include root certificates /RootCACerts 

Include certificate templates (includes their root certificates) /CertTemplate 

Include Group Policies /PolicyNames 

 

An example of such a command would be: 

djoin.exe /PROVISION /DOMAIN domain.local /MACHINE Win8-3  

/POLICYNAMES CompanyLookAndFeel  

/SAVEFILE C:\ODJBlobs\Win8-3.b64 

  

Step 2 

This command, when successful, creates the in the location specified. This file, which can be given any 

file extension is a Base64-encoded file, containing all the necessary information for a Windows 7 client 

to join the Active Directory domain. 

When you open the file and pull it through a base64-decoder (like this one) the contents of the file 

become clear. 

  

http://www.opinionatedgeek.com/dotnet/tools/Base64Decode/
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Inside the blob 

Let’s take a look at the Offline Domain Join blob we created in step 1 for Win803 in the domain.local 

domain: 

 

 

This file doesn’t really provide any insight into how Offline Domain Join works its magic, but as 

mentioned earlier, the Offline Domain Join (ODJ) blob is a base64 encoded file. This means we can put it 

through a Base64 decoder like this one, or convert it using one of the many online base64 decoders. This 

will result in outcome similar to the text file shown on the next page. 

http://download.fyxm.net/download-now-Base64-Translator-Security-apps-Decrypting-&-Decoding-35215.html
http://www.google.com/#q=base+64+decode
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As you can clearly see, the decoded file contains the information you’d suspect a client needs to join the 

domain. The decoded file contains the DNS domain name (domain.local), the workstation NetBIOS 

name (Win8-3), the computer password, the NetBIOS domain name (DOMAIN), the name of the 

Domain Controller (DC01.domain.local), it’s IPv4 address (10.8.255.1) and the Active Directory site. 

(Default-First-Site-Name). Also, it includes the policy settings in the CompanyLookAndFeel Group 

Policy. 

The nature of the decoded file, also warrants the security note placed in the Offline Domain Join 

(Djoin.exe) Step-by-Step Guide: 

The base64-encoded metadata blob that is created by the provisioning command contains very sensitive 

data. It should be treated just as securely as a plaintext password. The blob contains the machine 

account password and other information about the domain, including the domain name, the name of a 

domain controller, the security ID (SID) of the domain, and so on. If the blob is being transported 

physically or over the network, care must be taken to transport it securely. 

    

Step 3 
After the Offline Domain Join blob gets transferred to the would-be client, a local administrator can join 

the computer to the domain in an offline fashion by typing the following command in an (elevated) 

command prompt: 

djoin.exe /REQUESTODJ /LOADFILE FileLocation /WINDOWSPATH WindowsPath 

/LOCALOS 

As an example, here’s the command for Win8-03: 

djoin.exe /REQUESTODJ /LOADFILE C:\Win8-03.b64 /WINDOWSPATH C:\Windows 

/LOCALOS 

Note:  

Alternatively, you can include the Offline Domain Join blob in an unattend.xml file. 

 

After the client successfully works through the command, the would-be client reboots as a member of 

the Active Directory domain. On first contact between the client and the Active Directory domain, the 

client would reset its Computer Account password. 

     

  

http://technet.microsoft.com/en-us/library/offline-domain-join-djoin-step-by-step(WS.10).aspx
http://technet.microsoft.com/en-us/library/offline-domain-join-djoin-step-by-step(WS.10).aspx
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Requirements 

Operating system requirements 

Offline Domain Join requires Djoin.exe. This command is available on domain-joinable editions of 

Windows 7 (Professional, Ultimate, Enterprise), domain-joinable editions of Windows 8 (Professional, 

Enterprise), Windows Server 2008 R2 and Windows Server 2012. 

Note:  

When you want to include root certificates, certificate templates and group policies, you will 

need to run djoin.exe on Windows 8 or Windows Server 2012. 

If you want to use djoin.exe with Windows Server 2008-based Domain Controllers, use the 

/downlevel switch when you’re provisioning. 

  

credential requirements 

The djoin.exe command needs to be run by a user account with sufficient permissions to create 

computer accounts. By default, members of the Domain Admins group can create computer accounts. 

The user right to Add workstations to the domain can be set using Group Policy, or can be granularly 

delegated using Active Directory Delegation of Control. 
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Dynamic Access Control 
For the last years, we’ve been modeling the business into group memberships and their associated 

access control lists. For some organizations this has even led to changing the way they performed 

business from before they automated their business processes. For other organizations, this has 

resulted in token bloat. It’s time someone changed that and introduced business logic for file and folder 

access. 

Microsoft did exactly that by introducing Dynamic Access Control (DAC). 

Dynamic Access Control can best be described as a Claims-based Access Control (CBAC) solution, where 

claims are placed in tokens. In contrast, Active Directory Federation Services (AD FS), also uses claims, 

but uses SAML as its protocol for markup and transport. Dynamic Access Control claims are stored in the 

Ticket Granting Ticket (TGT). 

Note:  

To use Dynamic Access Control you don’t need to install or configure Active Directory 

Federation Services. 

Claims within Dynamic Access Control can be based on any attribute of a user account, Claims can also 

be based on attributes for computer accounts, but this requires Kerberos Armoring (FAST). When user 

claims and device claims are combined, this forms the Compound Identity (Compound ID). 

Dynamic Access Control information is stored in Active Directory in CN=Claims 

Configuration,CN=Services,CN=Configuration,DC=domain,DC=tld and is replicated throughout the 

Active Directory forest. 

To use Dynamic Access Control claims to authorize access to files, two methods can be used: 

1. You can define authorization rules and authorization policies within Active Directory, where you 
can define the proposed and/or enforced rights on files and folders and the scope of the rules. 
Authorization rules also extend to file classification infrastructure (FCI) this way, so you can even 
base access rights on user-picked tags for files and folders on a scoped number of File Servers.  
  

2. The second method is to incorporate claims within access control entries (ACEs) straight into 
access control lists (ACLs). This is useful for file storage locations that are based on the Resilient 
File System (ReFS), since this new file system does not support authorization policies (yet).  

  

Arguably, using claims adds complexity when added to an access strategy based on group memberships. 

Another new feature in Windows Server 2012 helps keep track of access denied. The feature, called 

Access-denied remediation, enables users, when faced with an Access Denied error, to specify why they 

think they should be allowed access. This fully customizable message, together with the reason why 

access was denied is then sent to the Admin responsible for the file server (as defined in File Server 

http://blogs.dirteam.com/blogs/sanderberkouwer/archive/2012/09/05/new-features-in-active-directory-domain-services-in-windows-server-2012-part-11-kerberos-armoring-fast.aspx
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Resource Manager). Access Denied Remediation is only available when using SMB 3.0, so, this feature is 

only available when Windows 8 clients and Windows Server 2012 member servers access Windows 

Server 2012 File Servers. 

 

Configuring DAC  

Example case 

In this example we’ll use File Classification with Dynamic Access Control to authorize the Engineering 

department to read files and folders of their department. Their managers can modify these files, but 

only when they try this from computers, designated as computers in the Engineering department. 

Step 1 

First, we start by creating File Classifications. We perform this action in the Active Directory 

Administrative Center (ADAC), since these classifications are stored in Active Directory. In the Active 

Directory Administrative Center, file classifications can be found in the Dynamic Access Control node on 

the left pane. The screenshot below shows the Dynamic Access Control (DAC) node in Folder View in 

the Active Directory Administrative Center: 
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Define Resource Properties 

Our first step is to define Resource Properties. For this, open the Resource Properties node underneath 

the Dynamic Access Control node. You’ll notice Microsoft has equipped us with a lot of pre-defined 

resource properties, so let’s use the Department one. Right-click it and select Enable from the context 

menu. 

 

Tip!  

You can enable multiple pre-defined resource properties and even create your own. A perfect 

example would be Country, which is not pre-defined. 
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Add Resource Properties to the Property List 

When you’ve enabled the resource properties you’d want to use, add them to a Resource Property list. 

In the left pane of the Active Directory Administrative Center right-click Resource Property Lists 

underneath the Dynamic Access Control node and select New and then Resource Property List from the 

context menu. 

 

For our example environment we will name this Resource Property List Engineering and we add the 

Department resource property to it by using the Add… button. OK saves our settings. 

 

Update the Resource Property Lists on the file servers 

On the Windows Server 2012-based File Servers, run the Update-

FSRMClassificationPropertyDefinition PowerShell command. 

   

Classify files and folders 

Now, in the File Explorer on the File Servers classify folders and files. Use the Classification tab to specify 

Classification. In our example we’ll classify the Engineering folder as Engineering data. Navigate towards 

the folder you’d want to classify, right-click it and then select Properties from the context menu. Go to 

the Classification tab. 

http://blogs.dirteam.com/blogs/sanderberkouwer/DAC4_36F1252A.png
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Since the Department Resource Property is the only enabled Resource Property it will be the only 

Resource Property available to the File Server(s). To use it, click it. Then, in the Value box, select 

Engineering. Press OK when done. 
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Step 2 

Now that we’ve put the built-in File Classification Infrastructure (FCI) to good use, it’s time to define our 

authorization decisions based on the classifications. 

 

Define Central Access Rules 

Back into the Active Directory Administrative Center (ADAC), we now open the Central Access Rules 

node underneath the Dynamic Access Control node in the left pane. By default, this node is empty, so 

we’re making our own Central Access Rule. 

Right-click Central Access Rules, select New and then select Central Access Rule from the context-

menu. 

 

We’ll call the Access Rule Engineering Access. As targets we’ll target all files classified with the 

Engineering department through the Edit… button in the Target Resources area. As Permissions we 

choose to Use following permissions as current permissions. We then add Permissions with the Edit… 

button in the Permissions area. While in the Advanced Security Settings for Permissions screen, click 

Add. 

http://blogs.dirteam.com/blogs/sanderberkouwer/DACRule1_41AE7C7F.png
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In the Permission Entry for Permissions screen, at the top, we select the Authenticated Users as the 

Security Principal filter. Then, we create a condition with the business logic behind the access for 

Engineers. Members of the Engineers group get read access to Files and Folders (resources), classified as 

Engineering. The above screenshot shows these choices.  

Of course, for the members of the Engineering Managers group, we build a second Central Access Rule, 

where we grant them Modify rights, based on their Engineering Managers group membership and 

based on the department of their device. 

Note:  

Since we’re basing authorization decisions on computer objects with the Engineering 

department attribute, make sure the right computers have this attribute configured. 

  

Add Rules to a Central Access Policy 

With the rule set in place, we can now create the Central Access Policy (CAP) that will utilize the rule set 

to make authorization decisions with a defined scope. 

In the Active Directory Administrative Center (ADAC), we now open the Central Access Policies node 

underneath the Dynamic Access Control node in the left pane. By default, this node is empty, so we’re 

making our own Central Access Policy. Right-click the Central Access Policies node, select New and then 

Central Access Policy from the context menu. 

http://blogs.dirteam.com/blogs/sanderberkouwer/DACRule3_1D1CEEFB.png
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In our example environment, we’ll name the Central Access Policy Engineering AuthZ and with the 

Add… button in the Member Central Access Rules area we add the Engineering Access Central Access 

Rule. 

  

Deploy the CAP to File Servers using Group Policy 

Using Group Policy we will now be scoping the Central Access Policy. Open the Group Policy 

Management Console (GPMC) and navigate to the Organization Unit (OU) containing the File Servers 

with Engineering data on them. Right-click the Organizational Unit and choose Create a GPO in this 

domain and Link it here…. In our example environment, we’ll name the new Group Policy Engineering 

Access. Now, right-click the newly created Group Policy and select Edit… from the context menu. 

 

In the Group Policy Management Editor, in the left pane, navigate to Computer Configuration, Policies, 

Windows Settings, Security Settings, File System and then right-click Central Access Policy to select 

Manage Central Access Policies… from the context menu. 

Select the Engineering AuthZ Central Access Policy from the list on the left and click the Add > button to 

make it appear in the list on the right. When done, click OK. 

Now you can close the Group Policy Management Editor. To update the Group Policies on the File 

Server, either wait for the Group Policy Background Refresh Interval, run gpupdate.exe on the console of 

the File Server, or force a Group Policy Refresh from the Group Policy Management Console. 

http://blogs.dirteam.com/blogs/sanderberkouwer/DACCAPGP_47F5530D.png
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Tip!  

Remote Group Policy Refresh is a new feature in the Group Policy Management Console (GPMC) 

that is part of Windows Server 2012 and part of the Remote Server Administration Tools (RSAT) 

for Windows 8. 

  

Select the CAP to apply 

When the Group Policy has applied, you can apply the Central Access Policy to the Engineering folder. 

Right-click the Engineering folder and select Properties. Click on the Security tab and then click on 

Advanced. In the Advanced Security Settings for Engineering screen, navigate to the Central Policy tab. 

On this tab, select the Engineering AuthZ as the Central Access Policy to apply. Click OK three times. 

 

Requirements 

Windows Server 2012-based Domain Controllers 

Dynamic Access Control requires at least one Windows Server 2012-based Domain Controller. File 

Servers, where you want to use claims-based access control, also need to be running Windows Server 

2012. 

Tip!   

Certain Storage Area Network (SAN) manufacturers are working closely with Microsoft to enable 

their equipment for claims-based access control and Dynamic Access Control. 

 

Make sure sufficient Windows Server 2012-based Domain Controllers are present to process client 

requests.  

Note:  

When Compound ID is used, Windows 8-based clients will only communicate with Windows 

Server 2012-based Domain Controllers. Compound ID is only available in Windows 8, not in 

previous versions of Windows.  

 

Forest Functional Level 

The Forest Functional Level needs to be Windows Server 2003. 

  

http://blogs.dirteam.com/blogs/sanderberkouwer/archive/2012/09/14/remote-server-administration-tools-for-windows-8.aspx
http://blogs.dirteam.com/blogs/sanderberkouwer/archive/2012/09/14/remote-server-administration-tools-for-windows-8.aspx
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Windows Server 2012-based File Servers 

File Servers, where you want to use claims-based access control, also need to be running Windows 

Server 2012. On these servers the File Server Resource Manager Server Role needs to be installed. The 

following PowerShell one-liner can be used for this purpose: 

Install-WindowsFeature FS-Resource-Manager -IncludeManagementTools 

Since Dynamic Access Control uses Group Policies to manage File Servers it’s a good idea to create a 

separate Organization Unit (OU) for File Servers as part of your Windows Server 2012 Active Directory 

design. 

 

Backward compatibility 

Dynamic Access Control works with previous versions of Windows as DAC clients. Windows 7 and 

Windows Server 2008 R2 have been thoroughly tested. 

          

Related Posts on the DirTeam.com / ActiveDir.org Weblogs 
Active Directory and the Resilient File System (ReFS)     

New features in ADDS in Windows Server 2012, Part 11: Kerberos Armoring (FAST)  

  

http://blogs.dirteam.com/blogs/sanderberkouwer/archive/2012/08/02/active-directory-and-the-resilient-file-system-refs.aspx
http://blogs.dirteam.com/blogs/sanderberkouwer/archive/2012/09/05/new-features-in-active-directory-domain-services-in-windows-server-2012-part-11-kerberos-armoring-fast.aspx
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Read more online 
For more Active Directory Domain Services-related information, I strongly recommend to visit the 

DirTeam.com / ActiveDir.org weblogs at blogs.dirteam.com.  

 

You can also read the chapters of this book there: 

New features in AD DS in Windows Server 2012, Part 1: Overview  

New features in AD DS in Windows Server 2012, Part 2: New Promotion Process  

New features in AD DS in Windows Server 2012, Part 3: New Upgrade Process  

New features in AD DS in Windows Server 2012, Part 4: New PowerShell Cmdlets   

New features in AD DS in Windows Server 2012, Part 5: PowerShell History Viewer  

New features in AD DS in Windows Server 2012, Part 6: Active Directory Recycle Bin GUI   

New features in AD DS in Windows Server 2012, Part 7: Fine-grained Password Policy GUI  

New features in AD DS in Windows Server 2012, Part 8: Group MSAs (gMSAs)  

New features in AD DS in Windows Server 2012, Part 9: Connected Accounts   

New features in AD DS in Windows Server 2012, Part 10: Improved KCD   

New features in AD DS in Windows Server 2012, Part 11: Kerberos Armoring (FAST)   

New features in AD DS in Windows Server 2012, Part 12: Virtualization-safe Active Directory  

New features in AD DS in Windows Server 2012, Part 13: Domain Controller Cloning  

New features in AD DS in Windows Server 2012, Part 14: RID improvements   

New features in AD DS in Windows Server 2012, Part 15: Deferred Index Creation   

New features in AD DS in Windows Server 2012, Part 16: Active Directory-based Activation 

New features in AD DS in Windows Server 2012, Part 17: LDAP Enhancements  

New features in AD DS in Windows Server 2012, Part 18: DNTs Exposed   

New features in AD DS in Windows Server 2012, Part 19: Offline Domain Join Improvements  

New features in AD DS in Windows Server 2012, Part 20: Dynamic Access Control (DAC) 

  

http://blogs.dirteam.com/blogs
http://blogs.dirteam.com/blogs/sanderberkouwer/archive/2012/09/03/new-features-in-active-directory-domain-services-in-windows-server-2012-part-1-overview.aspx
http://blogs.dirteam.com/blogs/sanderberkouwer/archive/2012/09/03/new-features-in-active-directory-domain-services-in-windows-server-2012-part-2-new-promotion-process.aspx
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